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Abstrat
This thesis desribes the advane in interation of servies between Internet and IntelligentNetworks. One approah followed by the IETFWorking Group PINT, whih addresses on-netion arrangements through whih Internet appliations an request and enrih PSTN1telephony servies, is the main fous of the thesis.After an introdution about the main di�erenes between Internet and Intelligent Networksand about interating servies (hapter 1), the protools SIP (hapter 2) and SDP (hap-ter 3) are desribed, sine the PINT protool (hapter 4) is built on those. A prototypeappliation using the PINT protool is doumented in hapter 5. The other parts overresults (hapter 6) and performane (hapter 7) of the thesis and at the end there is anoutlook (hapter 8) about how the work an be ontinued.The main result of the thesis is the prototype appliation, desribed in hapter 5. Itinludes also a setion about the Parser whih is used. Ideas for PINT related serviesan be found in setion 4.1. Some proposals for improving the doument about the PINTprotool [1℄ are listed in setion 6.2.
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3. INTRODUCTION

Teleoperators have been introducing Internet services and networks into their service
portfolio for some time already. The interaction with Internet based services and
infrastructure with the conventional telephony systems and services such as PSTN, GSM
and IN does not yet exist. However the convergence of telephony networks and Internet,
that is motivated by new services and sharing management and operations costs, is likely
to tighten the relationships of these two networks.  This convergence seems to start from
common services that then are reflected to the network infrastructure as gateways and new
protocols. As an example of this development one can mention the work around IP
telephony in ITU in terms of H.323 recommendation and recent activities in IETF in the IP
telephony working group, the PSTN and Internet Interfaces (pint) working group and
Multiparty Multimedia Session Control (mmusic) working group. In addition, Lucent has
announced Internet Call Waiting, an IN software solution that will let online internet users
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receive a call-waiting message on their computer screens when a telephone call comes in
on the same phone line used for surfing.

The convergence of Internet and telephony networks has so far addressed the wireline
networks, mostly because the mobility support within Internet is still in its early states.
Some development is however taken place in this area in form of an ETSI proposal called
CAMEL that builds upon IN service control to manage mobile services. In order to share
management costs and find common services it is natural starting point to consider how
Internet services can be related to the IN supplementary services.

4. OBJECTIVE OF THE THESIS

The objective of the thesis is to explore the Convergence of Internet and
IN Services and to provide a prototype demonstrating interworking capabilities. The
emphasis is on the related Internet protocols and related services.

5. TECHNICAL APPROACH

At the high level work is divided into following phases:

1. Comparison of IN and Internet architectures and main features (weeks 19-20)

2. Identification of common/relevant interworking scenarios and services (week 21)

3. System level specification (weeks 22-23)

4. Building of the development and test environment (weeks 24-25)

5. Proof of concept (weeks 26-31)

6. Final report (weeks 32-36)

Since IN and Internet are both very wide subjects and research domains of their own and
the interworking cases between them are several, a major concern is to scope the work into
the one or two representative implementable cases. The emphasis of the work is to
understand the interworking implications from Internet perspective rather than IN.  Since
the work is dealing with complex systems as such, it is anticipated that in the prototyping
that will take place in the proof of concept phase, most of the IN-system features must be
emulated.

5.1 Comparison of IN and Internet architectures and main features

The purpose of this phase is to familiarize into the main characteristics of both IN and
Internet architectures. The nature of the work is literature study. (See appendix that lists
some of the related material). The expected outcome of this phase is to have clearly
articulated descriptions of the main differences of the mentioned systems.
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5.2 Identification of common/relevant interworking scenarios and services

Both IETF and ETSI are working on the IN-Internet interworking issues what an assumption
of some service set. The purpose of this work phase is to select a representative service
and an interworking scenario that extends the ongoing work in either or both of these
standardization bodies. The nature of the work is conceptual. The expected outcome of the
work is a reference model that defines the relevant interworking entities and the protocols
between them.

5.3 System level specification

The system level specification refines and details the above mentioned reference model.
As a specification methodology UML and OMT are favorable. The outcome of this phase is
to have a detail description of the availability of the software entities (some may be public
domain), definition of the required changes into them, new software modules and definition
which part to the system must be emulated.

5.4 Building of the development and test environment

Client(s), server(s) and relevant gateways will be configured and the software development
environment will be set up.

5.5 Proof of concept

This is implementation phase. The object is to have a working prototype of the defined
system and to provide feedback to the system specification.

5.6 Reporting

A detailed report that documents the prototyping effort and the conceptual work will be
written.
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Chapter 1Introdution
1.1 Comparing Internet and Intelligent NetworksInternet and Intelligent Networks (IN) have a mutual purpose: Providing onnetions andservies in order to exhange information. But the properties and the way, how they ful�llthis purpose di�er. Table 1.1 gives an overview on the di�erent properties.The Internet is haraterized by a distributed servie arhiteture; there is no global serviereation and provision framework. New servies an be reated loally by any user whihan a�ord a server. This is one reason for the rapid growth of Internet servies in thelast ouple of years. In IN the servie reation is entralized. It provides a powerfulservie reation and provision platform. So the introdution of a new servie takes onlya few months nowadays. Due its suess IN appliations an be found also in mobileommuniations environment, e.g. CAMEL [2℄The aess to standards and the network in order to reate and run a servie is not as easyas in the Internet. The aess to the ITU standards is restrited, while the overwhelmingpart of Internet Standards is publily available without lienses.In Internet there are numerous possibilities for providing a omfortable user interfae.Customization is exible and easy for the user. In most ases the user is provided witha graphial user interfae, whih is often web-based (hanges an be made diretly in thebrowser window). In IN, usually the way for ustomization goes through the phone itselfe.g. using the (limited) keyboard of the phone or by alling an operator, who has a diretaess to the IN servies. The �rst method (using keyboard of phone) might be quite longand painful. Both methods are usually harged, sine they require a phone all.The availability of the IN servies is muh better than in Internet. Almost everywhere,there is a phone, while Internet requires a omputer and a onnetion through an InternetServie Provider (ISP).



2 IntrodutionProperty Internet Intelligent NetworksServie reation Distributed CentralizedAvailability of Usually publily Restrited, liensedStandards availableUser interfae, Often graphial Compliated, long andustomization of servies and exible painful proeduresLife yle of servies Short Relatively longavailability Computer and Internet High, a phone isof servies onnetion required almost everywhereQuality of servie (QoS) Only best e�ort Provides guaranteedin general Quality of ServiesReal time appliations Not (yet) possible Fully supportedin most asesQuality of voie Depends on the available Highbandwidth, the loadin the network, et.Routing Paket swithed Ciruit swithedDelay behavior Unpreditable, high Constant and shortand variating delays delaysBandwidth needed Little, use of physial High, in order toonnetions dynamial o�er the QoSReliability of the Depends on the load Very highonnetion in the network, et.Charging Not well developed yet, Flexible, seure billingmostly at rate and harging systemCosts for using the servies Low, mostly Can be expensive,at rate servie dependentEstimated revenues $ 6 billion $ 600 billionTable 1.1: Comparing Internet / Intelligent NetworksThe quality of servie (QoS) in the IN (mobile extensions not onsidered in this paragraph)is superior to the Internet. It provides guaranteed QoS, e.g. high speeh quality, seurity,reliability. For most real-time appliations, there is no problem running them through IN,sine it provides short and onstant delays, resulting from the iruit swithed nature ofthe network. In Internet the onnetion is paket swithed, whih leads to unpreditablebehavior (delays and delay variations). This an't be aepted for appliations with real-time QoS requirements. (A new protool for reserving bandwidth in Internet has beendesigned, but it is not yet widely in use. [3℄) The iruit-swithed approah provides onone side high QoS, but it requires more bandwidth: A resoure (hannel) is assigned toa user as long a the onnetion lasts, even in these moments, when no voie or data is



1.2 Hybrid Servies 3transfered. In the paket-swithed world, far less bandwidth is required, as the resouresare assigned dynamially and shared. While used for voie transmission, the quality inInternet is dependent mainly on the available bandwidth and on the load in the network.The servie is provided `'best e�ort", whih means as good as possible. IN provides highspeeh quality.For IN exible, seure billing and harging systems are available, where as in Internet thisis less developed. IN servies are usually designed to be value added servies. This means,that they an be quite expensive for the user; every servie is harged separately when itis used. In Internet lots of servies are free of harge, where only the onnetion to theInternet is to be paid. The aess osts to the Internet are usually at rate.The total annual revenues in IN are estimated to $600 billion (two orders of magnitudehigher than in Internet) [4℄.In this brief omparison I only mentioned the most important di�erenes between thesetwo worlds, of ourse there are many more. For an Introdution to IN and Internet I referto [5℄. More about Internet an be found in [6℄. Intelligent Networks are introdued in [7℄.1.2 Hybrid ServiesTeleoperators have been introduing Internet servies and networks into their servie port-folio for some time already. The reent growth in the number of Internet users|togetherwith the strong foothold of the PSTN1|is reating a demand for a new lass of servieswhih an take advantage of both tehnologies|PSTN and Internet|simultaneously. Theauthors of [4℄ all them hybrid servies. Examples of hybrid servies are the PINT Mile-stone Servies (see setion 4.1.1), whih ould be used e.g. to onnet the PSTN phonesof a browsing user and the responsible agent in a all enter, just by liking a ertainlink in a web-page. Furthermore interonneting one using of voie over PSTN with oneusing voie over IP or possibility to aess email (or voie mail) either through Internet orPSTN.Taken separately neither the PSTN nor the Internet are an ideal ground for developingfuture hybrid servies, but if oupled together, they an omplement eah other quitee�etively, hoosing the best properties out of both. For example taking the high QoS ofIN and the exible ustomization of the Internet.Hybrid servies are expeted to play a very important role in the nearer future. The usersdesire to integrate the ways they ommuniate, the servie providers want to di�erentiatetheir o�ers from their ompetitors. On the mobile ommuniation side, smart ellularphones suh as the ones using WAP2 [8℄ or the Nokia Communiator [9℄, whih bothinlude Internet features are also responsible for the rapid growth in the area of hybrid1Publi Swithed Telephone Network2Wireless Appliation Protool



4 Introdutionservies.The reent researh ativities that fous on hybrid servies have emerged, espeially oninter-working. The ommon approah taken by these ativities is to model the PSTN (orInternet) as a stand-alone system whose servies an be aessed through a gateway thatats like a PSTN (or Internet) terminal.One approah is urrently explored by an Internet Engineering Task Fore (IETF) [10℄named PINT3 (hapter 4). The PINT Working Group addresses onnetion arrangementsthrough whih Internet appliations an request and enrih PSTN telephony servies. Anexample of suh servies is a Web-based Yellow Pages servie with the ability to initiatePSTN alls between ustomers and suppliers. The PINT protool is on its way to get anInternet Standard. It is an extension based on SIP4 (hapter 2) and SDP5 (hapter 3),whih are studied by another IETF, the MMUSIC6 [11℄ working group.Another approah is using both networks for routing the information. There are di�erentsenarios for this. A simple example is in normal telephone alls: The two parties an bein di�erent networks (onneting PSTN and Internet telephone users) or the onnetionbetween two PSTN users an be swithed partly over the Internet. Paavonen desribesthese senarios in his Master's thesis [5℄.In this report I onentrate on the PINT approah. Sine PINT (hapter 4) is built onSIP (hapter 2) and SDP (hapter 3), a desription of those is inluded in this report. Inhapter 5 the prototype appliation, whih is using the PINT protool, is doumented.The other parts over results (hapter 6) and performane (hapter 7) of the thesis and atthe end there is an outlook (hapter 8) about how the work an be ontinued.

3PSTN and Internet Interfaes4Session Initiation Protool5Session Desription Protool6Multiparty Multimedia Session Control



Chapter 2Session Initiation Protool (SIP)
The Session Initiation Protool (SIP) [12℄[13℄ is an appliation-layer ontrol (signaling)protool for reating, modifying and terminating sessions with one or more partiipants.These sessions inlude Internet multimedia onferenes, Internet telephone alls and multi-media distribution. Members in a session an ommuniate via multiast or via a mesh ofuniast relations, or a ombination of these. SIP invitations used to reate sessions arrysession desriptions whih allow partiipants to agree on a set of ompatible media types.SIP supports user mobility by proxying and redireting requests to the user's urrent loa-tion. Users an register their urrent loation. SIP is not tied to any partiular onfereneontrol protool. SIP is designed to be independent of the lower-layer transport protool(UDP, TCP, AAL5, X.25, : : : ) and an be extended with additional apabilities. It isbased on the well known Client-Server approah.SIP is part of the IETF onferene ontrol arhiteture, whih onsists of:Session Announement Protool (SAP) [14℄, whih an be used e.g. for announingmultimedia sessions. It ontains a session desription and is distributed via a wellknown multiast address and port.Real Time Streaming Protool (RTSP) [3℄, an appliation-level protool for ontrolover the delivery of data with real-time properties. RTSP provides an extensibleframework to enable ontrolled, on-demand delivery of real-time data, suh as audioand video. Soures of data an inlude both live data feeds and stored lips. Thisprotool is intended to ontrol multiple data delivery sessions, provide a means forhoosing delivery hannels suh as UDP, multiast UDP and TCP, and provide ameans for hoosing delivery mehanisms based upon RTP (RFC 1889 [15℄).Session Desription Protool (SDP) [16℄ an be used as session desription payloadof SIP, SAP, : : :The SDP is desribed in hapter 3.



6 Session Initiation Protool (SIP)others, suh as mallo, multiast, onferene bus, : : :For more information see [11℄.All these protools are either already standards in Internet or on the way to.SIP an also be used in onjuntion with other all setup and signaling protools. In thatmode, an end system uses SIP exhanges to determine the appropriate end system addressand protool from a given address that is protool-independent. For example, SIP ouldbe used to determine that the party an be reahed via H.323 [17℄, obtain the H.245 [18℄gateway and user address and then use H.225.0 [19℄ to reestablish the all.2.1 SIP and H.323For signaling and ontrol for Internet telephony, two standards have reently emerged. Oneis ITU-T Reommendation H.323, and the other one is the IETF SIP. These two protoolsrepresent di�erent approahes to the same problem: H.323 overs the more traditionaliruit-swithed approah to signaling based on the ISDN Q.931 protool and earlier H-series reommendations, and SIP favors the more lightweight Internet approah based onHTTP.In short the speialties of SIP ompared to H.323 are:� Lower omplexity� Low Call Setup Times� Text Based Enoding� Designed for IP Networks� Rih extensibility and better salabilityThe H.323 has its strength in designing PBX1 for Multimedia Appliations over a (private)LAN2. This is what it was originally designed for. Later the extensions for the use over the(worldwide) Internet were made. The onstraint to be ompatible to the original designaused a lower performane ompared to SIP. H.323 is lose to the traditional telephonenetwork signaling protools, whih makes e.g. the interation of IP telephony and ISDNeasier ompared to SIP.A omparison between these two standards overing omplexity, extensibility, salability,and features an be found in [20℄. For a more detailed disussion the reader is referred to[21℄.1Private Branh Exhange2Loal Area Network



2.2 De�nitions for SIP 7For the reader that is familiar with H.323 protool family of ITU-T, here a is short om-parison of the onerning protools:H.323 SIPH.323 SIP & SDPH.225.0 + RAS3 SIPH.245 SDP, SMIL [22℄, : : :gatekeeper proxy
2.2 De�nitions for SIPThe RFC 2543 [13℄, whih ontains the SIP spei�ations, uses a number of terms to referto the roles played by partiipants in SIP ommuniations. The de�nitions of lient, serverand proxy are similar to those used by the Hypertext Transport Protool (HTTP) (RFC2068 [23℄). The terms and generi syntax of URI and URL are de�ned in RFC 2396 [24℄.The following de�nitions are from [13, setion 1.3℄ as they have speial signi�ane for SIP:Call: A all onsists of all partiipants in a onferene invited by a ommon soure. ASIP all is identi�ed by a globally unique all-ID (se. 2.6.1, page 20). Thus, if a useris, for example, invited to the same multiast session by several people, eah of theseinvitations will be a unique all. A point-to-point Internet telephony onversationmaps into a single SIP all. In a multiparty onferene unit (MCU) based all-inonferene, eah partiipant uses a separate all to invite himself to the MCU.Call leg: A all leg is identi�ed by the ombination of Call-ID, To and From (see also se.2.6.1).Client: An appliation program that sends SIP requests. Clients may or may not interatdiretly with a human user. User agents and proxies ontain lients (and servers).Conferene: A multimedia session (see below), identi�ed by a ommon session desrip-tion. A onferene an have zero or more members and inludes the ases of a mul-tiast onferene, a full-mesh onferene and a two-party "telephone all", as well asombinations of these. Any number of alls an be used to reate a onferene.Downstream: Requests sent in the diretion from the aller to the allee (i.e. user agentlient to user agent server).Final response: A response that terminates a SIP transation, as opposed to a provi-sional response that does not. All 2xx, 3xx, 4xx, 5xx and 6xx responses are �nal.See also 2.4, setion 2.5.2.3Registration, Admission and Status (between Gatekeeper and Client)



8 Session Initiation Protool (SIP)Initiator, alling party, aller: The party initiating a onferene invitation. Note thatthe alling party does not have to be the same as the one reating the onferene.Invitation: A request sent to a user (or servie) requesting partiipation in a session. Asuessful SIP invitation onsists of two transations: an INVITE request followedby an ACK request.Invitee, invited user, alled party, allee: The person or servie that the alling partyis trying to invite to a onferene.Isomorphi request or response: Two requests or responses are de�ned to be isomor-phi for the purposes of this doument (and [13℄), if they have the same values forthe Call-ID, To, From and CSeq header �elds. In addition, isomorphi requests haveto have the same Request-URI.Loation servie:/Loation server: A loation servie is used by a SIP rediret orproxy server to obtain information about a allee's possible loation(s). Loationservies are o�ered by loation servers. Loation servers may be o-loated with aSIP server, but the manner in whih a SIP server requests loation servies is beyondthe sope of this doument.Parallel searh: In a parallel searh, a proxy issues several requests to possible userloations upon reeiving an inoming request. Rather than issuing one request andthen waiting for the �nal response before issuing the next request as in a sequentialsearh, a parallel searh issues requests without waiting for the result of previousrequests.Provisional response: A response used by the server to indiate progress, but that doesnot terminate a SIP transation. 1xx responses are provisional, other responses areonsidered �nal. See also 2.4, setion 2.5.2.Proxy, proxy server: An intermediary program that ats as both a server and a lientfor the purpose of making requests on behalf of other lients. Requests are serviedinternally or by passing them on, possibly after translation, to other servers. A proxyinterprets, and, if neessary, rewrites a request message before forwarding it. See alsosetion 2.3.2.Rediret server: A rediret server is a server that aepts a SIP request, maps the ad-dress into zero or more new addresses and returns these addresses to the lient. Unlikea proxy server, it does not initiate its own SIP request. Unlike a user agent server,it does not aept alls. See also setion 2.3.3.Registrar: A registrar is a server that aepts REGISTER requests. A registrar is typi-ally o-loated with a proxy or rediret server and may o�er loation servies.



2.2 De�nitions for SIP 9Ringbak: Ringbak is the signaling tone produed by the alling lient's appliationindiating that a alled party is being alerted (ringing).Server: A server is an appliation program that aepts requests in order to servie re-quests and sends bak responses to those requests. Servers are either proxy, rediretor user agent servers or registrars.Session: From the SDP spei�ation: "A multimedia session is a set of multimedia sendersand reeivers and the data streams owing from senders to reeivers. A multimediaonferene is an example of a multimedia session." (RFC 2327 [16℄) (A session asde�ned for SDP an omprise one or more RTP sessions.) As de�ned, a allee an beinvited several times, by di�erent alls, to the same session. If SDP is used, a sessionis de�ned by the onatenation of the user name, session id, network type, addresstype and address elements in the origin �eld.(SIP) transation: A SIP transation ours between a lient and a server and omprisesall messages from the �rst request sent from the lient to the server up to a �nal (non-1xx) response sent from the server to the lient. A transation is identi�ed by theCSeq number (setion 2.6.1, page 20) within a single all leg. The ACK requesthas the same CSeq number as the orresponding INVITE request, but omprises atransation of its own.Upstream: Responses sent in the diretion from the user agent server to the user agentlient.URL-enoded: A harater string enoded aording to Setion 2.2 of RFC 1738 [25℄.User agent lient (UAC), alling user agent: A user agent lient is a lient applia-tion that initiates the SIP request.User agent server (UAS), alled user agent: A user agent server is a server applia-tion that ontats the user when a SIP request is reeived and that returns a responseon behalf of the user. The response aepts, rejets or redirets the request.User agent (UA): An appliation whih ontains both a user agent lient and user agentserver.An appliation program may be apable of ating both as a lient and a server. Forexample, a typial multimedia onferene ontrol appliation would at as a user agentlient to initiate alls or to invite others to onferenes and as a user agent server to aeptinvitations. The properties of the di�erent SIP server types are summarized in table 2.2.



10 Session Initiation Protool (SIP)property rediret proxy user agent registrarserver server serveralso ats as a SIP lient no yes no noreturns 1xx status yes yes yes yesreturns 2xx status no yes yes yesreturns 3xx status yes yes yes yesreturns 4xx status yes yes yes yesreturns 5xx status yes yes yes yesreturns 6xx status no yes yes yesinserts Via header no yes no noaepts ACK yes yes yes noTable 2.2: Properties of the di�erent SIP server typesFor desription of the status-ode lasses see table 2.4 on page 19.2.3 The Arhiteture of SIPTable 2.3 lists the elements of a SIP signaling system.Element Short DesriptionUAC User-agent lientUAS User-agent serverRediret server Redirets requestsProxy server Can be in server, lient or both of themRegistrar Traks user loationsTable 2.3: Elements of SIP2.3.1 User AgentA User Agent Client (UAC) initiates SIP requests, a User Agent Server (UAS) reeivesthem on behalf of the user. (See also page 9.)Figure 2.1 shows the basi message ow for the initiation of a SIP session (signaling). Thefollowing proedure is performed:1. The UAC sends an INVITE request to the UAS of the alled party2. The UAS of the alled party sends a response on behalf of his user to the UAC.



2.3 The Arhiteture of SIP 113. The UAC on�rms the reeption of the response sending an ACK to the UASAfter this signaling messages, the ommuniation is established. The routing information(where and how to send the data) an be found in the body of the signaling messages (IPnumber, port, format, : : : ). See also hapter 3.Either the UAC or the UAS an terminate the session issuing a BYE request, whih theother party sends a response to.
1.
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SIP request
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UAC UAS

Figure 2.1: SIP basi ase for session initiation2.3.2 Proxy serverA proxy is an intermediary program that ats as both a server and a lient for the purposeof making requests on behalf of other lients. The de�nition of a proxy is similar to theone used by the HTTP (RFC 2068 [23℄).There are two kinds of proxies:near-end proxy: Used for outgoing alls and responsible e.g. for address lookup, poliy,�rewallsfar-end proxy: Used for inoming alls and responsible e.g. for allee �rewall, all pathhiding, address lookupA proxy may fork requests, so parallel or sequential searh are possible (see also page 8).Figure 2.2 depits the basi SIP operations using a proxy server (without forking).The following signaling messages are exhanged:1. The SIP proxy server reeives the INVITE request initiated by the UAC.2. The proxy server ontats the loation server.3. The proxy server obtains a more preise loation of the desired UAS.



12 Session Initiation Protool (SIP)
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Figure 2.2: SIP proxy server mode4. The proxy server then issues an INVITE request to the address returned by theloation server.5. The UAS alerts the alled party (user) and gets a positive answer from the user.6. The UAS returns a suess indiation to the proxy server.7. The proxy server forwards the response to the UAC.8. The on�rming ACK request is sent by the UAC to the proxy server.9. The proxy server forwards it to the UAS.All requests and responses have the same Call-ID (se. 2.6.1, page 20). [13, pages 15-16℄The used methods (INVITE, ACK) are desribed in setion 2.4.2 and the responses insetion 2.5.2.3.3 Rediret serverThe rediret server provides more preise information about the alled party (see also page8). Figure 2.3 shows the SIP signaling operations using a rediret server.The following signaling messages are exhanged, while using a rediret server (the �rstthree steps are similar as in the proxy server example):
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Figure 2.3: SIP rediret server mode



14 Session Initiation Protool (SIP)1. The SIP rediret server reeives the INVITE request initiated by the UAC.2. The rediret server ontats the loation server.3. The rediret server obtains a more preise loation.4. Instead of ontating the newly found address itself as in the proxy server example,the rediret server returns this address to the UAC.5. The UAC aknowledges this with an ACK request.6. The UAC issues a new INVITE request to the address returned by the rediret server.7. The UAS sends a suessful response for the invitation to the UAC.8. The UAC ompletes the handshake with an ACK request to the UAS.All requests and responses have the same Call-ID. The new INVITE is distinguished fromthe �rst one by a higher CSeq (see se. 2.6.1, page 20) ). [13, pages 16-17℄2.3.4 RegistrarA registrar is a server that aepts REGISTER requests (see setions 2.4.2 on page 17 and2.6.5). A registrar is typially o-loated with a proxy or rediret server and may o�erloation servies.2.4 SIP RequestA SIP Request onsists of:� Request-Line (see se. 2.4.1)� General headers (see se. 2.6.1)� Request headers (see se. 2.6.2)� Entity headers (see se. 2.6.3)� Message-body (see se. 2.6.7)



2.4 SIP Request 15ExampleINVITE sip:watson�boston.bell-tel.om SIP/2.0Via: SIP/2.0/UDP kton.bell-tel.omFrom: A. Bell <sip:a.g.bell�bell-tel.om>To: T. Watson <sip:watson�bell-tel.om>Call-ID: 3298420296�kton.bell-tel.omCSeq: 1 INVITESubjet: Mr. Watson, ome here.Content-Type: appliation/sdpContent-Length: 130v=0o=bell 53655765 2353687637 IN IP4 128.3.4.5s=Mr. Watson, ome here.=IN IP4 kton.bell-tel.omm=audio 3456 RTP/AVP 0 3 4 5Remark: All the lines from 'v=0' on are part the message-body, ontaining the Sessiondesription, whih is in this ase SDP (hapter 3).2.4.1 Request-LineThe request line ontains the following elements:� SIP method token (see se. 2.4.2)� Request-URI (see se. 2.4.3)� SIP protool version (urrent version: SIP/2.0)The Request Line ends with CRLF. The elements are separated by SP haraters. No CRor LF are allowed exept in the �nal CRLF sequene.CRLF means line terminator, whih is dependent of the system (UNIX, MS-DOS, et.).It means either CR, LF or CR LF.ExampleINVITE sip:watson�boston.bell-tel.om SIP/2.0



16 Session Initiation Protool (SIP)2.4.2 SIP MethodsIn SIP, the following six methods are de�ned:Method Short desriptionINVITE Initiate allACK Con�rm �nal responseOPTIONS Query for support of features by other sideBYE Terminate allCANCEL Canel searhes and "ringing"REGISTER Register with loation servieINVITEThe INVITE method indiates that the user or servie is being invited to partiipate ina session. The message body ontains a desription of the session to whih the allee isbeing invited. For two-party alls, the aller indiates the type of media it is able to reeiveand possibly the media it is willing to send as well as their parameters suh as networkdestination. A suess response must indiate in its message body whih media the alleewishes to reeive and may indiate the media the allee is going to send. A higher CSeqnumber (see se. 2.6.1, page 20) for an existing Call leg indiates a re-invite. This is thease e.g. if the session desription has hanged during the session.ACKThe ACK request on�rms that the lient has reeived a �nal response to an INVITErequest. (ACK is used only with INVITE requests.) 2xx responses (see se. 2.5.2, table 2.4)are aknowledged by lient user agents, all other �nal responses by the �rst proxy or lientuser agent to reeive the response. The ACK request is forwarded as the orrespondingINVITE request, based on its Request-URI.OPTIONSWith the method OPTION, a server is being queried as to its apabilities. A server thatbelieves it an ontat the user, suh as a user agent where the user is logged in and hasbeen reently ative, may respond to this request with a apability set. A alled useragent may return a status reeting how it would have responded to an invitation, e.g.,600 (Busy). Suh a server should return an Allow header �eld (se. 2.6.4) indiating themethods that it supports.



2.5 SIP Response 17BYEThe user agent lient uses BYE to indiate to the server that it wishes to release the all.A BYE request is forwarded like an INVITE request and may be issued by either alleror allee. A party to a all should issue a BYE request before releasing a all ("hangingup"). A party reeiving a BYE request must ease transmitting media streams spei�allydireted at the party issuing the BYE request.CANCELThe CANCEL request anels a pending request with the same Call-ID, To, From and CSeq(sequene number only) header �eld values, but does not a�et a ompleted request. (Arequest is onsidered ompleted if the server has returned a �nal status response.) The Call-ID, To, the numeri part of CSeq and From headers in the CANCEL request are identialto those in the original request. This allows a CANCEL request to be mathed with therequest it anels. However, to allow the lient to distinguish responses to the CANCELfrom those to the original request, the CSeq method omponent is set to CANCEL.REGISTERA lient uses the REGISTER method to register the address listed in the To header �eldwith a SIP server. A user agent may register with a loal server on startup by sending aREGISTER request to the well-known "all SIP servers" multiast address "sip.mast.net"(224.0.1.75).Requests are proessed in the order reeived. Clients should avoid sending a new registra-tion (as opposed to a retransmission) until they have reeived the response from the serverfor the previous one. Setion 2.6.5 desribes the use of the header �elds in the REGISTERmethod.2.4.3 Request URIThe Request-URI is a SIP URL [13, setion 2℄ or a general URI. It indiates the user orservie whih this request is being addressed to. Unlike the To �eld, the Request-URI maybe re-written by proxies.2.5 SIP ResponseAfter reeiving and interpreting a request message, the reipient responds with a SIPresponse message, whih onsists of:



18 Session Initiation Protool (SIP)� Status-Line (see se. 2.5.1)� General headers (see se. 2.6.1)� Response headers (see se. 2.6.4)� Entity headers (see se. 2.6.3)� CRLF message-body (optional) (see se. 2.6.7)Examples� This example ontains a temporary response (without message-body):SIP/2.0 180 RingingVia: SIP/2.0/UDP kton.bell-tel.omFrom: A. Bell <sip:a.g.bell�bell-tel.om>To: T. Watson <sip:watson�bell-tel.om> ;tag=37462311Call-ID: 3298420296�kton.bell-tel.omCSeq: 1 INVITEContent-Length: 0� and this one a �nal response (ontaining a message-body):SIP/2.0 200 OKVia: SIP/2.0/UDP kton.bell-tel.omFrom: A. Bell <sip:a.g.bell�bell-tel.om>To: <sip:watson�bell-tel.om> ;tag=37462311Call-ID: 3298420296�kton.bell-tel.omCSeq: 1 INVITEContat: sip:watson�boston.bell-tel.omContent-Type: appliation/sdpContent-Length: 116v=0o=watson 4858949 4858949 IN IP4 192.1.2.3s=I'm on my way=IN IP4 boston.bell-tel.omm=audio 5004 RTP/AVP 0 3Remark: Again all the lines from 'v=0' are part of the message-body, ontainingthe Session desription.



2.5 SIP Response 192.5.1 SIP Status-LineThe �rst line of a response message is the Status-Line, onsisting of the following elements:� SIP protool version (urrent version: SIP/2.0)� numeri Status-Code (see se. 2.5.2),� Textual phrase assoiated to Status Code (see also se. 2.5.2)The Status Line ends with CRLF. The elements are separated by SP haraters. No CRor LF is allowed exept in the �nal CRLF sequene.ExampleSIP/2.0 302 Moved temporarily2.5.2 SIP Status Codes and Reason PhrasesThe Status-Code is a 3-digit integer result ode that indiates the outome of the attemptto understand and satisfy the request. The Reason-Phrase is intended to give a shorttextual desription of the Status-Code. The Status-Code is intended for use by automata,whereas the Reason-Phrase is intended for the human user. The lient is not required toexamine or display the Reason-Phrase.In table 2.4 the Status-Code lasses are de�ned. (The �rst digit of the Status-Code de�nesthe lass of response.) For a full list and desription of status odes the reader is referredto [13, setion 7℄.Status-Code Class Desription1xx Informational request reeived, ontinuing to proess the request2xx Suess the ation was suessfully reeived, understood, andaepted3xx Rediretion further ation needs to be taken in order to ompletethe request4xx Client Error the request ontains bad syntax or annot be ful�lledat this server5xx Server Error the server failed to ful�ll an apparently valid request6xx Global Failure the request annot be ful�lled at any serverTable 2.4: SIP Status-Code Classes



20 Session Initiation Protool (SIP)2.6 SIP Headers2.6.1 General HeadersGeneral header �elds apply to both request and response messages. The following areonsidered as general header �elds:To:/From: Requests and responses must ontain a From and a To header �eld, indiatingthe initiator/desired reipient of the request.Via: The Via �eld indiates the path taken by the request so far. This prevents requestlooping and ensures responses take the same path as the requests, whih assists in�rewall traversal and other unusual routing situations.Call-ID: globally (time, spae) unique all identi�er. It uniquely identi�es a partiularinvitation or all registrations of a partiular lient.CSeq: Clients must add the CSeq (Command Sequene) header �eld to every request.A CSeq header �eld in a request ontains the request method and a single deimalsequene number hosen by the requesting lient, unique within a single value of Call-ID. A server must eho the CSeq value from the request in its response. CSeq valuesare monotonially inreasing and ontiguous. The ACK and CANCEL requests mustontain the same CSeq value as the INVITE request that it refers to, while a BYErequest aneling an invitation must have a higher CSeq number.Aept: The Aept header �eld an be used to speify ertain media types whih areaeptable for the response. Aept headers an be used to indiate that the requestis spei�ally limited to a small set of desired types. It is used only with the INVITE,OPTIONS and REGISTER request methods.Aept-Enoding: The Aept-Enoding header �eld is similar to Aept, but restritsthe ontent-odings that are aeptable in the response.Aept-Language: The Aept-Language header �eld an be used to allow the lient toindiate to the server in whih language it would prefer to reeive reason phrases,session desriptions or status responses arried as message bodies. A proxy may usethis �eld to help selet the destination for the all, for example, a human operatoronversant in a language spoken by the aller.Contat: The Contat header �eld an appear in INVITE, ACK, and REGISTER re-quests, and in 1xx, 2xx, 3xx, and 485 responses (se. 2.5.2, table 2.4). In general, itprovides a URL where the user an be reahed for further ommuniations.Date: The Date header �eld reets the time when the request or response is �rst sent.Thus, retransmissions have the same Date header �eld value as the original.



2.6 SIP Headers 21Enryption: The Enryption header �eld spei�es that the ontent has been enrypted.Expires: The Expires header �eld gives the date and time after whih the message ontentexpires. This header �eld is urrently de�ned only for the REGISTER and INVITEmethods.Reord-Route: The Reord-Route header �eld is added to a request by any proxy thatinsists on being in the path of subsequent requests for the same all leg. It ontainsa globally reahable Request-URI that identi�es the proxy server.Timestamp: The timestamp header �eld desribes when the lient sent the request tothe server. The value of the timestamp is of signi�ane only to the lient and it mayuse any timesale. The server must eho the exat same value. The timestamp isused by the lient to ompute the round-trip time to the server so that it an adjustthe timeout value for retransmissions.The Call-ID, To and From header �elds are needed to identify a all leg. The distintionbetween all and all leg matters in alls with multiple responses to a forked request.2.6.2 Request HeadersThe request-header �elds allow the lient to pass additional information|about the requestand the lient itself|to the server.The following are onsidered as request header �elds:Authorization: A user agent may authentiate itself with a server by inluding an Au-thorization header �eld with the request.Hide: A lient uses the Hide request header �eld to indiate that it wants the path om-prised of the Via header �elds to be hidden from subsequent proxies and user agents.Max-Forwards: The Max-Forwards header �eld may be used with any SIP method tolimit the number of proxies or gateways that an forward the request to the nextdownstream server. This an also be useful when the lient is attempting to trae arequest hain whih appears to be failing or looping in mid-hain.Organization: The Organization header �eld onveys the name of the organization towhih the entity issuing the request or response belongs. The �eld may be used bylient software to �lter alls.Priority: The Priority header �eld indiates the urgeny (emergeny, urgent, normal ornon-urgent) of the request as pereived by the lient.



22 Session Initiation Protool (SIP)Proxy-Authorization: The Proxy-Authorization header �eld allows the lient to identifyitself (or its user) to a proxy whih requires authentiation.Proxy-Require: The Proxy-Require header �eld is used to indiate proxy-sensitive fea-tures that must be supported by the proxy.Route: The Route header �eld determines the route to be taken by a request.Require: The Require request-header �eld is used by lients to tell user agent serversabout options that the lient expets the server to support in order to properlyproess the request.Response-Key: The Response-Key request-header �eld an be used by a lient to re-quest the key that the alled user agent should use to enrypt the response with.If the lient insists that the server return an enrypted response, it inludes aRequire: org.ietf.sip.enrypt-response header �eld in its request.Subjet: This is intended to provide a summary, or to indiate the nature, of the all,allowing all �ltering without having to parse the session desription.User-Agent: The User-Agent header �eld ontains information about the lient useragent originating the request.2.6.3 Entity HeadersThe entity-header �elds de�ne meta-information about the message-body or, if no bodyis present, about the resoure identi�ed by the request. The term 'entity header' is anHTTP 1.1 term where the response body an ontain a transformed version of the mes-sage body. The original message body is referred to as the 'entity'. We retain the sameterminology for header �elds but usually refer to the 'message body' rather then the entityas the two are the same in SIP.The following are onsidered as entity header �elds:Content-Enoding: The Content-Enoding entity-header �eld is used as a modi�er tothe "media-type". When present, its value indiates what additional ontent odingshave been applied to the entity-body, and thus what deoding mehanisms must beapplied in order to obtain the media-type referened by the Content-Type header�eld. Content-Enoding is primarily used to allow a body to be ompressed withoutlosing the identity of its underlying media type.Content-Length: The Content-Length entity-header �eld indiates the size of the message-body, in deimal number of otets, sent to the reipient.Content-Type: The Content-Type entity-header �eld indiates the media type of themessage-body sent to the reipient.



2.6 SIP Headers 232.6.4 Response HeadersThe "response-header" �elds allow the server to pass additional information about theresponse whih annot be plaed in the Status-Line. These header �elds give informationabout the server and about further aess to the resoure identi�ed by the Request-URI.The following are onsidered as response header �elds:Allow: The Allow header �eld lists the set of methods supported by the resoure identi�edby the Request-URI. The purpose of this �eld is stritly to inform the reipient ofvalid methods assoiated with the resoure.Proxy-Authentiate: The Proxy-Authentiate header �eld must be inluded as part of a407 (Proxy Authentiation Required) response. The �eld value onsists of a hallengethat indiates the authentiation sheme and parameters appliable to the proxy forthis Request-URI.Retry-After: The Retry-After header �eld an be used with a 503 (Servie Unavailable)response to indiate how long the servie is expeted to be unavailable to the re-questing lient and with a 404 (Not Found), 600 (Busy), or 603 (Deline) responseto indiate when the alled party antiipates being available again. The value of this�eld an be either an SIP-date or an integer number of seonds (in deimal) after thetime of the response.Server: The Server header �eld ontains information about the software used by the useragent server to handle the request.Unsupported: The Unsupported header �eld lists the features not supported by theserver.Warning: The Warning header �eld is used to arry additional information about thestatus of a response. Warning headers are sent with responses.WWW-Authentiate: The WWW-Authentiate header �eld must be inluded in 401(Unauthorized) response messages. The �eld value onsists of at least one hal-lenge that indiates the authentiation sheme(s) and parameters appliable to theRequest-URI.2.6.5 Headers used with REGISTERIn this setion the REGISTER header �elds are desribed, sine the REGISTER methodis somehow speial.The "address-of-reord" is de�ned here as the SIP address that the registry knows theregistrand, typially of the form "user�domain" rather than "user�host". In third-partyregistration, the entity issuing the request is di�erent from the entity being registered.



24 Session Initiation Protool (SIP)To: The To header �eld ontains the address-of-reord whose registration is to be reatedor updated.From: The From header �eld ontains the address-of-reord of the person responsible forthe registration. For �rst-party registration, it is idential to the To header �eldvalue.Request-URI: The Request-URI names the destination of the registration request, i.e.the domain of the registrar. The user name must be empty. Generally, the domainsin the Request-URI and the To header �eld have the same value; however, it is possi-ble to register as a "visitor", while maintaining one's name. For example, a travelersip:alie�ame.om (To) might register under the Request-URI sip:atlanta.hiayh.org,with the former as the To header �eld and the latter as the Request-URI. The REGIS-TER request is no longer forwarded one it has reahed the server whose authoritativedomain is the one listed in the Request-URI.Call-ID: All registrations from a lient should use the same Call-ID header value, at leastwithin the same reboot yle.CSeq: Registrations with the same Call-ID must have inreasing CSeq header values.However, the server does not rejet out-of-order requests.Contat: The request may ontain a Contat header �eld; future non-REGISTER re-quests for the URI given in the To header �eld should be direted to the address(es)given in the Contat header.Here an example, using the REGISTER method for a third-party registration. The sere-tary jon.diligent registers his boss, T. Watson:REGISTER sip:bell-tel.om SIP/2.0Via: SIP/2.0/UDP pluto.bell-tel.omFrom: sip:jon.diligent�bell-tel.omTo: sip:watson�bell-tel.omCall-ID: 17320�pluto.bell-tel.omCSeq: 1 REGISTERContat: sip:tawatson�example.omMore examples an be found in [13, setion 16℄.2.6.6 Compat Form of SIPIn ertain environment it is important, to keep the pakets small (e.g. limitations inMTU4). For this reason the most used SIP �elds have an abbreviation. A list of those an4Maximum Transfer Unit



2.6 SIP Headers 25be found in table 2.5.Short �eld name Long �eld name Content-Typee Content-Enodingf Fromi Call-IDm Contat (from "moved")l Content-Lengths Subjett Tov ViaTable 2.5: Compat form for SIP header �eld names2.6.7 SIP Message BodyThe message-body of a SIP message ontains as payload usually (but not neessarily) asession desription. In most ases it will be SDP|the Session Desription Protool [16℄,sine SIP and SDP belong to the same protool family. In the following hapter 3 the SDPprotool is desribed.





Chapter 3Session Desription Protool (SDP)
SDP [16℄ is also part of the IETF onferene ontrol arhiteture (see hapter 2, page 5).It is intended for desribing multimedia sessions for the purposes of session announement,session invitation, and other forms of multimedia session initiation. It an be used aspayload of SIP messages. But also other protools suh as SAP [14℄ use SDP as theirsession desription. If used as the payload of SAP, it is typially used to announe multiastsessions.3.1 SDP ontent3.1.1 Session InformationThe SDP ontains information about:� Session name and purpose� Time(s) the session is ative (see se. 3.1.3 and table 3.2)� The media omprising the session and how (addresses, ports, formats and so on) toreeive those media (see se. 3.1.2 and table 3.3)� Information about the bandwidth to be used by the onferene, as resoures neessaryto partiipate in a session may be limited� Contat information for the person responsible for the session3.1.2 Media InformationThe Media information in SDP overs the range of:



28 Session Desription Protool (SDP)� The type of media (video, audio, : : : )� The transport protool (RTP/UDP/IP, H.320, : : : )� The format of the media (H.261 video, MPEG video, : : : )� IP address for media (uniast or multiast)� Transport Port for media or ontat address� (Media spei�) bandwidth informationThe semantis of this address and port depend on the media and transport protool de�ned.3.1.3 Time InformationSessions may either be bounded or unbounded in time. Whether or not they are bounded,they may be only ative at spei� times. Thus SDP an onvey Timing information:� An arbitrary list of start and stop times bounding the session� For eah bound, repeat times suh as "every Wednesday at 4 a.m. for one hour"� Time zone adjustments3.2 SDP �eldsIn this setion the meaning of the �eld names of SDP are desribed.SDP �elds look like <type>=<value> and are separated by CRLF.Examplev=0o=bell 53655765 2353687637 IN IP4 128.3.4.5s=Mr. Watson, ome here.=IN IP4 kton.bell-tel.omm=audio 3456 RTP/AVP 0 3 4 5A desription onsists of a session-level setion followed by zero or more media-level se-tions. The session-level part starts with a `v=' line and ontinues to the �rst media-level



3.2 SDP �elds 29setion. The media desription starts with an `m=' line and ontinues to the next mediadesription or end of the whole session desription.Some �elds an appear in the session-level as well as in media level (e.g. bandwidthinformation). In general, session-level values are the default for all media unless overriddenby an equivalent media-level value.When SDP is onveyed by SAP, only one session desription is allowed per paket. WhenSDP is onveyed by other means, many SDP session desriptions may be onatenatedtogether (the `v=' line indiating the start of a session desription terminates the previousdesription). Some lines in eah desription are mandatory and some optional but all mustappear in exatly the order given in table 3.1. Optional items are marked with a `�'.Session desription �elds � � optionalv= Protool versiono= Owner/reator and session identi�ers= Session namei= � Session informationu= � URI of desriptione= � Email addressp= � Phone number= � Connetion information - not required if inluded in all mediab= � Bandwidth informationOne or more time desriptions (see table 3.2)z= � time zone adjustmentsk= � enryption keya= � zero or more session attribute linesZero or more media desriptions (see table 3.3)Table 3.1: SDP �eldsTime desription �elds � � optionalt= time the session is ativer= � zero or more repeat timesTable 3.2: SDP time desription �eldsProtool Version: The 'v=' �eld gives the version of the Session Desription Protool.Currently 'v=0'.Origin: The 'o=' �eld gives the originator of the session (username and address of theuser's host) plus a session id and session version number.



30 Session Desription Protool (SDP)Media desription �elds � � optionalm= media name and transport addressi= � media title= � onnetion information - optional if inluded at session-levelb= � bandwidth informationk= � enryption keya= � zero or more media attribute linesTable 3.3: SDP media desription �eldsSession Name: The 's=' �eld is the session name. There must be one and only one 's='�eld per session desription.Session and Media Information: The 'i=' �eld is information about the session. Theremay be at most one session-level 'i=' �eld per session desription, and at most one'i=' �eld per media.A single 'i=' �eld an also be used for eah media de�nition. In media de�nitions,'i=' �elds are primarily intended for labeling media streams. As suh, they are mostlikely to be useful when a single session has more than one distint media stream ofthe same media type. An example would be two di�erent whiteboards, one for slidesand one for feedbak and questions.URI: The `u=` �eld ontains a Universal Resoure Identi�er as used by WWW lients.The URI should be a pointer to additional information about the onferene. This�eld is optional, and no more than one URI �eld is allowed per session desription.Email Address and Phone Number: The 'e=' and 'p=' �elds speify the ontat in-formation for the person responsible for the onferene. This is not neessarily thesame person that reated the onferene announement. Either an email �eld or aphone �eld must be spei�ed. More than one email or phone �eld an be given for asession desription.Phone numbers should be given in the onventional international format|preededby a '+' and the international ountry ode. There must be a spae or a hyphen ('-')between the ountry ode and the rest of the phone number. (e.g. p=+358-50-369 9596or p=+1 617 253 6011)



3.2 SDP �elds 31Connetion Data: The '=' �eld ontains onnetion data.A session announement must ontain one '=' �eld in eah media desription (seebelow) or a '=' �eld at the session-level. It may ontain a session-level '=' �eld andone additional '=' �eld per media desription, in whih ase the per-media valuesoverride the session-level settings for the relevant media.The �rst sub-�eld is the network type, whih is a text string giving the type ofnetwork. Initially "IN" is de�ned to have the meaning \Internet".The seond sub-�eld is the address type. This allows SDP to be used for sessions thatare not IP based. Currently only IP4 is de�ned.The third sub-�eld is the onnetion address. Optional extra sub�elds may be addedafter the onnetion address depending on the value of the 'address type' �eld.Bandwidth: The 'b=' �eld ontain information about the proposed bandwidth to be usedby the session or media, and is optional.Times, Repeat Times and Time Zones: The 't=' �elds ontains start and stop time,the 'r=' �elds the repeat times for a session and the 'z=' (time zone) �eld allowsthe sender to speify a list of adjustment times and o�sets from the base time (e.g.daylight saving time). This allows to make the neessary orretions to the di�erenttime zones and the daylight saving time.Enryption Keys: The 'k=' �elds ontains the enryption method and possible infor-mation about the enryption key. This an be a URI, the key itself or and enodedkey. It is also possible to prompt the user for a key.Attributes: Attributes ('a=' �elds) are the primary means for extending SDP. Attributesmay be de�ned to be used as "session-level" attributes, "media-level" attributes, orboth. Attribute interpretation depends on the media tool being invoked.Media Announements: A session desription ('m=' �eld) may ontain a number ofmedia desriptions. Eah media desription starts with an 'm=' �eld, and is termi-nated by either the next 'm=' �eld or by the end of the session desription. A media�eld also has several sub-�elds:� The �rst sub-�eld is the media type. Currently de�ned media are "audio","video", "appliation", "data" and "ontrol", though this list may be extendedas new ommuniation modalities emerge.� The seond sub-�eld is the transport port to whih the media stream will besent. The meaning of the transport port depends on the network being used asspei�ed in the relevant '=' �eld and on the transport protool de�ned in thethird sub-�eld.



32 Session Desription Protool (SDP)� The third sub-�eld is the transport protool. The transport protool values aredependent on the address-type �eld in the '=' �elds. Thus a '=' �eld of IP4de�nes that the transport protool runs over IP4.The following transport protools are preliminarily de�ned, but may be extendedthrough registration of new protools with IANA1:RTP/AVP: The IETF's Realtime Transport Protool using the Audio/Videopro�le arried over UDP. For more details on RTP audio and video formats,see RFC 1890 [26℄.udp: User Datagram Protool� The fourth and subsequent sub-�elds are media formats. For audio and video,these will normally be a media payload type as de�ned in the RTP Audio/VideoPro�le.When a list of payload formats is given, this implies that all of these formatsmay be used in the session, but the �rst of these formats is the default formatfor the session.For media whose transport protool is not RTP or UDP the format �eld isprotool spei�. Suh formats should be de�ned in an additional spei�ationdoument.

1IANA (Internet Assigned Numbers Authority) is the organization under the Internet ArhitetureBoard (IAB) of the Internet Soiety that, under a ontrat from the U.S. government, has overseen thealloation of IP addresses to Internet servie providers (ISPs). IANA also has had responsibility forthe registry for any \unique parameters and protool values" for Internet operation. These inlude portnumbers, harater sets, and MIME media aess types.Partly beause the Internet is now a global network, the U.S. government has withdrawn its oversightof the Internet, previously ontrated out to IANA, and lent its support to a newly-formed organizationwith global, non-government representation, the Internet Corporation for Assigned Names and Numbers(ICANN).



Chapter 4PINT
PINT (PSTN/Internet Interfaes) [27℄ is a Working Group of the Internet Engineering TaskFore [10℄. It addresses onnetion arrangements through whih Internet appliations anrequest and enrih PSTN1 telephony servies. An example of suh servies is a Web-based Yellow Pages servie with the ability to initiate PSTN alls between ustomers andsuppliers.This working group has six main objetives:� Study arhiteture and protools needed to support servies in whih a user of the In-ternet requests initiation of a telephone (i.e. PSTN-arried) all to a PSTN terminal(i.e. telephone, fax mahine). Spei� servies to be onsidered initially are Clik-to-Dial, Clik-to-Fax, Clik-to-Fax-Bak, and Web aess to voie ontent deliveredover the PSTN.� Produe an informational RFC2 that desribes urrent praties for supporting theservies in question.� Based on the existing pratie and agreed on improvements, develop a standardstrak RFC that spei�es a SSTP3 between Internet appliations or servers and PSTNIntelligent Network Servie Nodes (or any other node that implement the ServieControl Funtion).� Consider seurity issues relating to providing funtions of this type. In partiularunderstand any threats posed by this tehnology and resolve them, and any otherseurity issues in the proposed standard.1Publi Swithed Telephone Network2Request For Comments3SSTP (Servie Support Transfer Protool) is an appliation-spei� transport protool operatingover TCP.



34 PINT� Based on the existing pratie and agreed on improvements, develop a standardstrak RFC for a relevant MIB4 (SSTP MIB) to support the servie managementprotool between Internet appliations and the PSTN Servie Management System.The SSTP MIB is to onform to SNMP5 standards.� Consider extensions of the above arhiteture and protools to support a wider rangeof PSTN IN6 based servies.The abbreviation PINT is used for the IETF working group and its related work, as wellas for one faet of its servies, whih is desribed in the next setion.4.1 Servies related to PINT Working GroupIn priniple two faets of interation servies are studied:1. PINT servies, whih are initiated in Internet and arried out in IN2. TNIP (reverse spelling of PINT) servies, initiated in IN and arried out in InternetAlso a ombination of these to faet is possible. First ideas about TNIP and ombinedservies are published in [28℄.All faets of PINT servies an use di�erent ways for input and output on telephone side.Two examples for input are:� DTMF7 signals, normally used for transmitting the dialed phone number to theexhange. Nowadays most telephones whih are in use, support them. They are alsoused for transmitting information during the phone all. Several servies are usingthem: Phone-banking, heking voiemail, et.The advantage is the easiness to proeed this signals and the availability (almost everytelephone uses them anyway). The limited harset (0{9,�,#) might be onsidered asdisadvantageous.� Voie-to-text onversion software, whih is an appliation of IN.4A MIB (Management Information Base) is a formal desription of a set of network objets that an bemanaged using the SNMP (Simple Network Management Protool). Produt developers an reate andregister new MIB extensions at IANA (Internet Assigned Numbers Authority). More information aboutMIB and SNMP an be found in RFC 1155 �.5Simple Network Management Protool6Intelligent Network7Dual Tone Multi Frequeny



4.1 Servies related to PINT Working Group 35As output on telephony side, there is usually voie, reorded or synthesized speeh. Onway to synthesize speeh is to use \text-to-speeh-over-the-phone", a appliation of INwhih is taking text as an input and reading it out to the phone. Further output methodsare fax, pager or SMS84.1.1 Examples for PINT serviesHere I mean only these kind of servies, whih are initiated in Internet and arried out inthe telephone network.In [1℄ three PINT Milestone Servies are de�ned. These are the servies, whih will besupported by the �rst version of the PINT protool:R2C Request to Call (Clik-to-Dial): A request is sent from an IP host that auses aphone all to be made, onneting party A to some remote party B.R2F Request to Fax (Clik-to-Fax): A request is sent from an IP host that auses a fax tobe sent to fax mahine B. The request must ontain a pointer to the fax data (thatould reside in the IP network or in the Telephone Network), or fax data itself.R2HC Request to Hear Content (Clik-to-Hear-Content): A request is sent from an IPhost that auses a phone all to be made to user A, and for some sort of ontent tobe spoken out. The request must either ontain a URL pointing to the ontent, orinlude the ontent itself.Call enter serviesA ompany providing Internet shopping webpages ould set up it in suh a way, that auser, whih is browsing its pages and �nds a produt, he would like to get more informationabout, an onnet his telephone to an agent in the ostumer are enter, just by likinga (PINT) link.Yellow pagesWeb-based Yellow Pages servie with the ability to initiate PSTN alls between ustomersand suppliers, just by liking a link in the Browser. [27℄8Short Message Servie (SMS) is a feature widely used in GSM; basially to transmit short text messages(up to 160 haraters) to a mobile phone.



36 PINTEmail noti�ationServies using the telephone network for email purpose: After an email arrives, di�erentkinds of alls an be performed:� A automati phone all with a arti�ial voie telling that an email has arrived, theuser an then make a dialup session for reading it.� A automati phone all, where an arti�ial voie reads out the ontent of the arrivedemail through a text to voie unit on request.� The email is automatially faxed to a prede�ned number. A ombination of phoneand fax all also makes sense; phone for alerting, fax for sending the ontent.� The email system makes a data all to the user and uploads the email automatiallyto the user's home omputer. Also here a ombination of phone and data all makessense.A ombination with email �lters an redue unwanted phone alls. A useful feature wouldalso be the possibility to disable the phone alls during ertain times, e.g. nights.System administrator serviesThis is useful for omputer systems (e.g. Unix), where it is disadvantageous to have down-times. For suh omputer systems a surveillane software ould detet the problem as theyour and perform:� A phone all reporting about the problem by synthesized voie. The person in hargeof the systems ould reat by remote aess the omputer systems or go onto site inorder to solve it.� A phone all so that the person in harge of the systems ould perform ertain ationsdiretly in the same phone all (see also paragraph 'System administrator servies'on page 38 in setion 4.1.2).� A fax is sent, ontaining the problem desription. Also here a ombination of phoneand fax all makes sense. A phone all to alert the user, the fax all to get thedetailed information about.



4.1 Servies related to PINT Working Group 37Aess to voiemailThe aess to voiemail through Internet belongs also to this ategory. This servie allowsthe user, to play the voiemails on his omputer liking a link in the browser. So theuser has more freedom in handling voiemail messages; he an either aess it with theonventional method by phone or aess it through Internet. Espeially if there are manymessages, it is muh easier to handle them though Internet.4.1.2 Examples for TNIP serviesThese are the servies, whih are initiated by telephone and exeuted in Internet. Oneadvantage is, that Internet servies an be aessed wherever there is a operational phone.As disadvantageous might be onsidered, that the handling will not be that easy and fastas if using a omputer.Internet all waiting servieIn [29℄ an Internet all waiting servie is desribed. A user, while sur�ng on the Internetand using the same phone line as for normal phone alls, gets a graphial alert on hisdisplay whenever there is an inoming all on his phone line. He an either rejet, aeptor divert it to voiemail.Chek email through telephoneWhere there is no Internet onnetion available|but normal telephone|a user ould in-quiry his email INBOX. For this purpose he dials a ertain PSTN number and follows theinstrution of the syntheti voie. After this the From- and Subjet-lines of the messagesare read out to the telephone through a text to voie unit. He an hoose whih mails hewants to hear the body (ontent) from. The input of the user operations an be done usingDTMF or just by speaking, using a voie reognition unit.Sending email by telephoneAn email ould be sent by telephone using a speeh to text unit or the DTMF keyboardusing a prede�ned ode, whih represents the hars by numbers. '�' or '#' of the telephonekeyboard ould be used as har separators. An example for using ASCII ode: A sequene'72�101�108�108�111�32�74�111�101�33#' would be interpreted as 'Hello Joe!'. For in-strutions a syntheti voie and on�rmation of the input a text-to-speeh unit ould beused.



38 PINTSur�ng with only the telephoneThe user ould get (text-based) webpages through phone. The requested webpages wouldbe transmitted thought a text to voie unit. One example is if someone wants to hek thelatest news or sports results. Some URLs ould be prede�ned, to provide a faster aessto the desired webpages. The input works similar as in the last paragraph.System administrator serviesThis is useful for omputer systems (e.g. Unix), where it is disadvantageous to havelong down-times. The system administrator ould hek through his telephone, whetherthe systems are running normally. Some shell ommands or prede�ned operations (e.g.reboot, heking fullness of disks, for hardware problems or aliveness of other hosts) ouldbe exeuted. The input works similar as in the last two paragraphs.4.1.3 Examples for ombined serviesIf PINT and TNIP servies are ombined, the set of servies an be extended remarkably.The (original) initiation ould be either in IN or in Internet. Some examples are:� The email servies desribed in the setions 4.1.1 and 4.1.2 would allow to sendseleted emails to a fax, pager or by SMS in 160 har piees to a mobile phone.� The previously mentioned system administrator servies ould be extended, to get e.g.the response of a shell ommand immediately by fax. This allows to get seletivelymore information about a ertain problem.� Also the web-sur�ng through telephone gets more omfortable, if the pages an berequested by fax.� Another example of a servie using both of these faets might be a number portabilityservie. A user ould use a telephone to speify the telephone number at their urrentloation (perhaps using Calling Line Identity CLI) this is sent over the Internet (usingthe protool whih would ome out of any future work) to a repository. Another userould then attempt to telephone the �rst user. This all is interepted and the numberalled heked against the urrent known loation by a request (using the protool orpro�le whih would ome out of any future work) to asertain the number registeredby the �rst user. If the number is di�erent, a PINT request ould be issued bak tothe PSTN to onnet the all to the new number. [28℄In the next setions I onentrate on the PINT protool, whih is on its way to be aproposed Internet standard.



4.2 De�nitions for PINT 394.2 De�nitions for PINTThe PINT milestone servies are already de�ned in setion 4.1.1. In the following somemore de�nitions with speial signi�ane in PINT out of [1℄:Requestor: An Internet host from whih a request for servie originates.PINT Servie: A servies invoked within a phone system in response to a request reeivedfrom a PINT lient.PINT Client: An Internet host that sends requests for invoation of a PINT Servie, asdesribed in [1℄.PINT Gateway: An Internet host that aepts requests for PINT Servies and dispathesthem onwards towards a telephone network.Exeutive System: A system that interfaes to a telephone network that exeutes aPINT servie, and to a PINT Server. It is not diretly assoiated with the Internet,and is represented by the PINT Server.Requesting User: The initiator of a request for servie. This role may be distint fromthat of the "party" to any telephone network all that results from the request.(Servie Call) Party: A person who is involved in a telephone network all that resultsfrom the exeution of a PINT servie request, or a telephone network-based resourethat is involved (suh as an automati Fax Sender or a Text-to-Speeh Unit).4.3 The Arhiteture of PINTA PINT system is a SIP system (see hapter 2), so that PINT lients and servers are SIPlients and servers. SIP is used to arry the request over the IP network to the orretPINT server in a seure and reliable manner, and SDP (see hapter 3) is used to desribethe telephone network session that has to be invoked (or whose status has to be returned).A PINT system onsists of the following basi elements, whih are desribed in setion 4.2:� PINT Client (SIP User Agent Client)� PINT Gateway (SIP User Agent Server)� Exeutive System
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Figure 4.1: PINT interationBesides those there an also be SIP proxy, rediret and loation servers as they are usedin SIP (see setions 2.3.2 and 2.3.3).Figure 4.1 shows a simpli�ed ase of interations between the elements. [1, page 7℄The system of PINT servers is represented as a loud to emphasize that a single PINTrequest might pass through a series of loation servers, proxy servers, and rediret servers,before �nally reahing the orret PINT gateway that an atually proess the request bypassing it to the Telephone Network Cloud.The PINT gateway might have a true telephone network interfae, or it might be onnetedvia some other protool or API9 to an "Exeutive System" that is apable of invokingservies within the telephone loud.The Exeutive System that lies beyond the PINT gateway is outside the sope of PINT.[1, page 8℄For the IN part of PINT the ITU-T is responsible. The topis onerning PINT are takenare by Study Group 11 (ITU-T SG 11), whih is speifying requirements for an funtionalarhiteture that supports IN and the Internet inter-working. The work relates mainlyto the PINT onept of IETF. The arhiteture model is an extension to the IN CS-2funtional model. It is intended to be inluded in the CS-4 doumentation. The mostimportant new omponent will be a servie ontrol gateway funtion, whih transmitsservie requests and responses to them between the two networks. [5℄In general, the PINT ativities on IN side are in their early states.An ITU issue, whih is a�eting the PINT, is Signaling support of servies over IP-basednetworks (SoI). For the IP Experts meeting in Geneva (31.8.-9.9.1999) �ve new questionswere reated and proposed, of whih two onern PINT. The questions an be found in[30℄ For further details, please onsult the reports of the mentioned meeting.Figure 4.2 gives an overview about the PINT referene model from the IETF's point of9An API (appliation program interfae) is the spei� method presribed by a omputer operatingsystem or by another appliation program by whih a programmer writing an appliation program anmake requests of the operating system or another appliation.



4.3 The Arhiteture of PINT 41view. It shows the basi arhiteture for the interfaes between Internet and IN. For abetter understanding, also some IN internal interfaes are depited.
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Figure 4.2: PINT referene model (IETF)The referene model in �gure 4.2 de�nes the following interfaes:A The interfae for delivering Internet requests for servie to the Servie Node (SN).B The interfae over whih servie management requests are arried to the ServieManagement Point (SMP).C The interfae for onveying all ontrol requests from the SN to the Fixed SwithingCenter (FSC).D The interfae over whih the SMP manages the SN.E The interfae for delivering Internet requests for servie to the Servie Control Point(SCP).F The interfae over whih the SCP sends servie all ontrol requests to the MobileSwithing Center (MSC).G The interfae for transferring servie ontrol requests to the Servie Swithing Point(SSP).



42 PINTH The interfae over whih the SMP manages the SCP.I The interfae for sending servie all ontrol requests from the SN to the MSC.Interfaes A, B and E are going to be spei�ed as Internet protools by IETF, whereas therest of the interfaes belong to the sope of ITU-T.Also other arhitetures exist; these are the implementations made before the IETF WGPINT started. Most of them are desribed in the IETF doument RFC 2458 [31℄.Further information about the PINT referene model an be found in [5, page 39 �.℄ aswell as in [31, setion 4℄.Sine the interonneting parts to IN are under onstrution in their early states, I am notdesribing that topi any further here. In the following I onentrate on the Internet sideof PINT.4.4 Communiation PINT Client { PINT GatewayAs mentioned above the ommuniation in PINT relays on SIP (hapter 2). Figure 4.3depits an example for the PINT Milestone Servie Request to Call (R2C). In this simpleexample there are neither proxy nor rediret servers involved.
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BA

200 OK (PINT/SIP)

ACK (PINT/SIP)

Establish IN call

User / Application

request call
(connect the IN numbers A and B)

Figure 4.3: Establishing a all with PINTThe User/Appliation and the User Agent might be running on the same host, or even inthe same program. The ommuniation between the User Agent and the PINT Gatewayuses the PINT protool. The protools between the PINT Gateway and the IN units are



4.5 PINT Extensions to SIP and SDP 43still to be de�ned by the IETF PINT (�gure 4.2, interfaes A, B and E). The protools inthe IN part belong to the sope of ITU-T and are not disussed further here.In �gure 4.3 the exhanged signaling messages are the following:1. A user or appliation wishes to onnet to two parties A and B, and it requests thisfrom its User Agent.2. The User Agent reates the orresponding PINT message (PINT/SIP INVITE) andsends it to a PINT Gateway.3. After the PINT Gateway has made sure that it an handle the all, it sends a �nalresponse (PINT/SIP 200 OK) (se. 2.5.2) to the User Agent.4. The User Agent aknowledges the reeption of the �nal response (PINT/SIP ACK)to the PINT Gateway.5. The PINT Gateway onnets to the IN units and requests the onnetion of A andB.To terminate the session either the User Agent or the PINT Gateway sends a BYE request,whih has to be on�rmed by the reeiver.In �gure 4.3 the term IN is used more general, meaning the Exeutive System as well asthe di�erent IN units, involved for establishing an IN all.In this simple example the User Agent doesn't know about the state of the all. To makethis possible, the PINT protool de�nes the SUBSCRIBE and NOTIFY methods. Thisfeature is desribed in setion 4.5.1.4.5 PINT Extensions to SIP and SDPFor the spei� needs in the telephone network, a ouple of enhanements and additionsto SIP and SDP are de�ned for PINT. They are summarized in the following setions.Setions 4.5.1{4.5.6 desribe the extensions to SIP and setions 4.5.7{4.5.9 extensions toSDP.4.5.1 SUBSCRIBE and NOTIFY methodsTo get some information about the status of a all, PINT de�nes two new methods, addi-tional to the methods de�ned in SIP (se. 2.4.2):SUBSCRIBE: A SUBSCRIBE request indiates that a user wishes to reeive informationabout the status of a session.



44 PINTNOTIFY: During the subsription period, the Gateway may, from time to time, senda spontaneous NOTIFY request to the entity spei�ed in the SUBSCRIBE request.Normally this will happen as a result of any hange in the status of the servie sessionfor whih the Requestor has subsribed.A simple use is, to inform the user about the state of the all, whether it has been suessful.Figure 4.4 shows a simple example, where SUBSCRIBE and NOTIFY are used. Themessages belonging to this feature are marked in bold fae.
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Figure 4.4: Establishing a all with PINTIn �gure 4.4 the exhanged messages are the following:1. A user or appliation wishes to onnet to two parties A and B, and it requests thisfrom its User Agent.2. The User Agent reates the orresponding PINT message (PINT/SIP INVITE) andsends it to a PINT Gateway.3. After the PINT Gateway has made sure that it an handle the all, it sends a �nalresponse (PINT/SIP 200 OK) (se. 2.5.2) to the User Agent.



4.5 PINT Extensions to SIP and SDP 454. After a response of the PINT Gateway the User Agent subsribes in order to obtainmore information about the state of the all (PINT SUBSCRIBE).5. The PINT Gateway sends a (PINT 200 OK) to the User Agent, after it has madesure, that it an handle the subsription.6. The User Agent aknowledges the reeption of the �nal response (for the INVITE)to the PINT Gateway (PINT/SIP ACK).7. The PINT Gateway onnets to the IN units and requests the onnetion of the twoparties A and B.8. After onnetion the two parties, the IN informs the PINT Gateway, when the on-netion is established.9. The PINT Gateway informs the User Agent (PINT NOTIFY).10. The User Agent informs its User/Appliation, that the all was suessfully estab-lished.In �gure 4.4 the term IN is used more general, meaning the Exeutive System as well asthe di�erent IN units, involved for establishing an IN all (as in �gure 4.3).A further example where SUBSCRIBE and NOTIFY an be used is, to obtain informationabout the status of a fax transmission. As a result of a suessful subsription, NOTIFYmessages ontaining e.g. \3 pages of 5 sent" are issued.[1, setion 3.5.3℄The topi about SUBSCRIBE and NOTIFY is still in proess and derived from the dis-ussions in the PINT mailing list [32℄, major hanges an be expeted in the next versionof the PINT protool draft [1℄ (published on [27℄).4.5.2 Multipart MIME payloadsThis allows to send data along with SIP requests, in more than one part. This ould beused e.g. for sending messages, where the message length is limited. See also setion 4.5.8.[1, setion 3.5.1℄4.5.3 Mandatory support for Warning headersA PINT server must support the SIP Warning header so that it an signal lak of supportfor individual PINT features. As an example, suppose the PINT request is to send a jpeg1010Joint Photographi Experts Group (format for pitures allowing ompression; widely used in Internet



46 PINTpiture to a fax mahine, but the server annot retrieve and/or translate jpeg pitures fromthe Internet into fax transmissions. [1, setion 3.5.2℄4.5.4 Require headersPINT lients use the Require header to signal to the PINT server that a ertain PINTextension of SIP is required. Currently two strings for Require header are de�ned:org.ietf.sip.subsribe means that the PINT server an ful�ll SUBSCRIBE requests asdesribed in setion 4.5.1 and [1, setion 3.5.3℄org.ietf.sdp.require means that the PINT server (or the SDP parser assoiated to it)understands the \require" attribute de�ned in [1, setion 3.4.4℄. (See also setion4.5.9, page 49.)See also [1, setion 3.5.4℄.4.5.5 Format for PINT URLS within a PINT requestNormally the hostnames and domain names that appear in the PINT URLs are the internala�air of eah individual PINT system. A lient uses the appropriate SDP payload toindiate the partiular servie it wishes to invoke; it is not neessary to use a partiularURL to identify the servie.A PINT URL is used in two di�erent ways within PINT requests:� within the Request-URI (se. 2.4.3)� within the To and From header �elds (se. 2.6.1)Use within the Request-URI requires lari�ation in order to ensure smooth inter-workingwith the Telephone Network servied by the PINT infrastruture. The following onven-tions for URL are o�ered for use in PINT requests:1. The user portion of a SIP URL [13, setion 2℄ indiates the servie to be requested.At present the following servies are de�ned:R2C for Request-to-CallR2F for Request-to-FaxR2HC for Request-to-Hear-ContentExample: INVITE sip:R2C�pint.pintservie.om SIP/2.0



4.5 PINT Extensions to SIP and SDP 472. The host portion of a sip URL ontains the domain name of the PINT servieprovider.Example: INVITE sip:13�pint.telo.om SIP/2.03. A new URL-parameter is de�ned to be tsp11. This an be used to indiate the atualTSP to be used to ful�ll the PINT request.Example: INVITE sip:R2HC�pint.myom.om;tsp=pbx23.myom.om SIP/2.0More information about this an be found in [1, setion 3.5.5℄4.5.6 Telephone Network Parameters within PINT URLsAny legal SIP URL [13, setion 2℄ an appear as a PINT URL 4.5.5 within the Request-URI(se. 2.4.3) or To header (se. 2.6.1) of a PINT request. But if the address is a telephoneaddress, it may be neessary to inlude more information in order orretly to identify theremote telephone terminal or servie. PINT lients may inlude these attribute tags withinPINT URLs if they are neessary or a useful omplement to the telephone number withinthe SIP URL. These attribute tags must be inluded as URL parameters as de�ned in [13℄(i.e. in the semi-olon separated manner). [1, setion 3.5.6℄4.5.7 New network and address typesPINT uses a new network type \TN" and address types \RFC2543" and \X- : : : ". Networkand address types are part of the SDP onnetion �eld \=", introdued on page 31.The TN (\Telephone Network") network type is used to indiate that the terminal isonneted to a telephone network.The address types allowed for network type TN are \RFC2543" and private address types,whih MUST begin with an \X-".[1, setion 3.4.1℄4.5.8 New media types, transport protools and format typesIf PINT uses new media types \text", \image", and \appliation", and with the NetworkType \TN" (se. 4.5.7) new protool transport keywords \voie"12, \fax" and \pager"11for \telephone servie provider"12the authors of [1℄ didn't use onsequently \voie" throughout the doument. In the ABNF [33℄ setionof [1, Appendix A℄, there is \phone" de�ned, (I assume) instead of \voie". I reported this to the authorsof the doument.



48 PINTand the assoiated format types and attribute tags. Media types, transport protools andformat types are part of the SDP media \m=" �eld introdued on page 31. [1, setion3.4.2℄Furthermore new format spei� attributes for inluded ontent data are used. As analternative to pointing to the data e.g. via a URI, it is possible to inlude the ontent datawithin the SIP request itself. This is done by using multipart MIME for the SIP payload.The �rst MIME part ontains the SDP desription of the telephone network session to beexeuted. The other MIME parts ontain the ontent data to be transported. [1, setion3.4.2.4℄4.5.9 New Attribute TagsIn PINT several new attribute tags are de�ned in order to pass information to the tele-phone network. It may be desired to inlude within the PINT request servie parametersthat an be understood only by some entity in the \Telephone Network Cloud". SDP at-tribute parameters are used for this purpose. They may appear within a partiular mediadesription or outside of a media desription.These attributes may also appear as parameters within PINT URLs [1, setion 3.5.6℄ aspart of a SIP request.This is neessary so that telephone terminals that require the attributes to be de�ned anappear within the To header �eld (se. 2.6.1) of a PINT request as well as within PINTsession desriptions.Phone-ontext attribute: An attribute is spei�ed to enable \remote loal dialing".This is the servie that allows a PINT lient to reah a number from far outside thearea or network that an usually reah the number. It is useful when the sending orreeiving address is only dialable within some loal ontext, whih may be remote tothe origin of the PINT lient.For example, if Alie wanted to report a problem with her telephone, she mightthen dial a \network wide" ustomer are number; within the Swissom network inSwitzerland, this is \175". Note that in this ase she doesn't dial any trunk pre�x|this is the whole dialable number. If dialed from another operator's network, it willnot onnet to Swissom's Engineering Enquiries servie; and dialing "+41 175" willnot normally sueed. Suh numbers are alled Network-Spei� Servie Numbers.[1, setion 3.4.3.1℄Presentation Restrition attribute: Although it has no a�et on the transport of theservie request through the IP Network, there may be a requirement to allow origi-nators of a PINT servie request to indiate whether or not they wish the \B party"in the resulting servie all to be presented with the \A party's" alling telephone



4.6 Parameter Mapping to PINT Extensions 49number. It is a legal requirement in some jurisditions that a aller be able to seletwhether or not their orrespondent an �nd out the alling telephone number (usingAutomati Number Indiation or Caller Display or Calling Line Identity Presentationequipment). Thus an attribute may be needed to indiate the originator's preferene.[1, setion 3.4.3.2℄ITU-T CalledPartyAddress attributes parameters: These attributes orrespond to�elds that appear within the ITU-T Q.763 \CalledPartyAddress" �eld (see [34, se-tion 3.9℄). PINT lients use these attributes in order to speify further parametersrelating to Terminal Addresses, in the ase when the address indiates a \loal-phone-number". In the ase that the PINT request ontains a referene to a PSTNterminal, the parameters may be required to orretly identify that remote terminal.[1, setion 3.4.3.3℄Require: A new attribute tag \require" is used by a lient to indiate that some attributeis required to be supported in the server. Aording to the SDP spei�ation, a PINTserver is allowed simply to ignore attribute parameters that it does not understand.In order to fore a server to fail a request if it does not understand one of the PINTattributes, \require" attribute are used.The \require" attribute may appear anywhere in the session desription, and anynumber of times, but it must appear before the use of the attribute marked asrequired.Sine the \require" attribute is itself an attribute, the SIP spei�ation allows aserver that does not understand the require attribute to ignore it. In order to ensurethat the PINT server will omply with the \require" attribute, a PINT lient shouldinlude a Require header with the tag \ietf.org.sdp.require" (se. 4.5.4).[1, setion 3.4.4℄4.6 Parameter Mapping to PINT ExtensionsIn [1, setion 6.5{6.6℄ a possible way for the parameter mapping to the PINT Extensionsis desribed. This means the way, in whih the parameters, needed to speify a PSTNservie request fully, might be arried within a \PINT extended" message. There are otherhoies, and these are not preluded.The Servie Identi�er an be sent as the userinfo element (R2C, R2F or R2HC) of theRequest-URI, as desribed in setion 4.5.5 on page 46. Suh a PINT URL would look likethe following:INVITE <servieID>�<pint-server>.<domain> SIP/2.0



50 PINTThe A Party for the R2C servie an be held in the To header �eld. In this ase the Toheader value will be di�erent from the Request-URI. In the servies where the A party isnot spei�ed, the To �eld is free to repeat the value held in the Request-URI. This is thease for R2F and R2HC servies.The B party is needed in all PINT milestone servies, and an be held in the enlosed SDPsub-part, as the third sub-�eld (onnetion address) of the \=" �eld (see also page 31 andsetion 4.5.7).The all format parameter an be held as the third sub�eld of the SDP \m=" �eld, whihmaps to the \transport protool" element ( \voie", \fax" or \pager") as desribed on page31 and in setion 4.5.8.The soure format spei�er an be held in the �rst sub�eld (media type) of the SDP \m="�eld. PINT de�nes \audio", \text", \image" or \appliation". The media format sub-type,whih appears as the fourth and subsequent sub-�elds of the SDP \m=" �eld, is requiredfor all servies. In some ases e.g. R2C is has no meaning and a \-" is inserted instead13.Other possible media formats are de�ned in RFC 2046 [35℄. More about soure formatparameter in PINT an be found in setion 4.5.8.The soure itself is identi�ed by an \a=fmtp:" �eld value, where needed. It is used to givemore information how the media format(s) at the end of the \m=" �eld an be aessed.It might be an URI or a referene to an IN resoure (opaque referene).In summary, the parameters needed by the di�erent servies, are arried in �elds as shownin table 4.1:Servie SIP PINT/SIP Example valuePara- or header or SDPmeter SDP �eld used R2C R2F R2HCServie-ID SIP Request-URI R2C R2F R2HC(userinfo)B-Party SIP To header �eld sip:123�p.om sip:1-730-1234�p.om sip:R2HC�pint.ab.net(not used) (not used)A-Party SDP 3rd sub-�eld TN RFC2543 4567 TN RFCxxx +441213553 TN RFCxxx +441213554of \=" �eldCall SDP 3rd sub-�eld voie fax voieFormat of \m=" �eldSoure SDP 1st sub-�eld audio image textFormat of \m=" �eld4th and subse- - jpeg htmlquent sub-�elds (not used)of \m=" �eldSoure SDP \a=fmtp:" �eld (not used) a=fmtp:jpeg opr:1234 a=fmtp:html <uri-ref>qualifying pree- or: a=fmtp:jpeg <uri-ref>ding \m=" �eldTable 4.1: Parameter mapping in PINT13In the SDP spei�ation it is mandatory to have at least one media format



4.7 Examples 514.7 ExamplesRFC 2327 [16℄ demands that the SDP �elds \s=", \t=" and either \e=" or \p=" aremandatory (see se. 3.2). In the urrent version of the PINT protool [1℄ the examples donot ontain them, sine they don't make muh sense in the PINT ontext. I reported thisonit to the PINT mailing list [32℄. Until now it has not been de�ned, how to treat thisproblem. That is why those are also omitted in the following examples.Furthermore in the examples of [1℄ there is no CSeq header �eld, although SIP demandsthis. I reported also this mistake to the PINT mailing list.4.7.1 R2CINVITE sip:R2C�pint.nokia.om SIP/2.0Via: SIP/2.0/UDP 169.130.12.5From: sip:anon-1827631872�hinet.netTo: sip:+1-201-456-7890�iron.org;user=phoneCall-ID: 19971205T234505.56.78�hinet.netCSeq: 1 INVITESubjet: Information about Mobile PhoneContent-type: appliation/sdpContent-Length: 106v=0o=- 53655765 2353687637 IN IP4 128.3.4.5i=Model 7110=TN RFC2543 +1-201-406-4090m=audio 1 voie -



52 PINT4.7.2 R2FINVITE sip:R2F�pint.nokia.om SIP/2.0Via: SIP/2.0/UDP 169.130.12.5From: sip:john.jones.3�hinet.netTo: sip:R2F�pint.nokia.omCall-ID: 19971205T234505.66.79�hinet.netCSeq: 1 INVITEContent-type: appliation/sdpContent-Length: 133v=0o=- 53655768 2353687637 IN IP4 128.3.4.5= TN RFC2543 1-201-406-4091m=image 1 fax jpega=fmtp:jpeg uri:http://www.nokia.om/Produts/MobilePhones/7110.jpeg4.7.3 R2HCINVITE sip:R2HC�pint.nokia.om SIP/2.0Via: SIP/2.0/UDP 169.130.12.5From: sip:john.jones.3�hinet.netTo: sip:R2HC�pint.nokia.omCall-ID: 19971205T234505.66.99�hinet.netCSeq: 1 INVITEContent-type: appliation/sdpContent-Length: 147v=0o=- 53655768 2353687637 IN IP4 128.3.4.5= TN RFC2543 1-201-406-4088m=text 1 voie plaina=fmtp:plain uri:http://www.nokia.om/Produts/MobilePhones/7110.txt



Chapter 5Appliation using the PINT protool
This hapter desribes the pratial part of the thesis. It ontains a prototype appliation,whih is using the PINT protool. In setion 5.5 the orresponding Parser appliation isdesribed.5.1 DesriptionThe implementation is lose to �gure 4.3, but not exatly the same. The main di�erenebetween this appliation and �gure 4.3 is, that the IN Emulator is informing the PINTGateway about the state of the onnetion, whih then informs the User Agent. Di�erentis also that after reeiving an INVITE request the PINT Gateway asks the IN Emulator,whether the two numbers (A and B party) an be onneted. This senario is depited in�gure 5.1. It shows the ase, where the the all an be established. The termination isdone by the IN Emulator (whih emulates a normal \hang up").How to install and run the appliation is desribed in appendix B and C.5.2 FSMThe Appliation is built with four Finite State Mahines (FSM). The inputs are \messages",whih are oming from another FSM or from the keyboard. The outputs are messages toother FSM or the display of the User.The syntax used in the FSM is: INPUT / OUTPUTOUTPUT onsists of zero or more output messages. Figure 5.2 depits the interationsbetween the state mahines.Table 5.1 shows, whih meaning the proesses have.



54 Appliation using the PINT protool
User Agent PINT Gateway IN Emulation
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Figure 5.1: Timing diagram of the appliation
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5.2 FSM 55Proess name Short desriptionUser Interfae between (human) user and the User AgentUser Agent Communiates with the PINT Gateway using the PINTprotool, responsible for PINT ommuniation, so thatthe User does not need to are about PINT protoolPINT Gateway Communiates with the User Agent using the PINTprotool. Invokes the IN alls trough an ExeutiveSystem, whih is somehow onneted to the ININ Emulation This is to emulate the telephone network loudTable 5.1: Proesses in the appliation5.2.1 UserIn the following User (with apital letter 'U') stands for the User proess, and user (withsmall letter 'u') stands for a human user whih using keyboard and display in this appli-ation.The User proess takes input lines from the keyboard and requests the order of the userfrom its User Agent. It also gets information from the User Agent and prints it to thedisplay of the user. This proess is meant to simulate an appliation, whih requestsservies through a User Agent. In this prototype appliation its funtionality is just torequest a all from its User Agent on behalf of the user.Figure 5.3 shows the FSM of the User proess. Its exhanged messages have the followingmeaning:� Input MessagesSTDIN: all The (human) user wants to onnet two numbers A and B.UA: allInvAndAk The User Agent informs the User, that the onnetion isINVITEd and ACKed.UA: disonneted The User Agent informs the User, that the all has been dis-onneted.STDIN: disonnet The user wants to disonnet the all.UA: replyDisonnet This is the on�rmation to the User Agent for a \request-Disonnet"� Output MessagesUA: requestCall Request of the PINT servie R2C from the User Agent.UA: requestDisonnet Request the termination of the all from the User Agent.
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1.1 IDLE 1.2 IN_CALL_REQUESTED

1.10 IN_CALL_IN_PROCESS1.91 WAIT_DISCON_CONF

STDIN: call /
UA: requestCall

UA: callInvAndAck /
STDOUT: info

UA: replyDisconnect /
STDOUT: info

UA: disconnected /
UA: confirmDisconnected

STDOUT: info

 UA: disconnected /
UA: confirmDisconnected

STDOUT: info

 STDIN: disconnect /
UA: requestDisconnect

STDIN: disconnect /
UA: requestDisconnect

User:

Figure5.3:FSMforUserproess



5.2 FSM 57UA: on�rmDisonneted This is the on�rmation to the User Agent for a \dis-onneted".STDOUT: info means, that some information for the (human) user is printed tothe display.5.2.2 User AgentThe proess User Agent knows, how to ommuniate with the PINT gateway using thePINT protool. The User Agent provides the initiation of the PINT servies on behalf ofthe User. User and User Agent might be running on the same mahine, or even be part ofthe same appliation.Figure 5.4 shows the FSM of the User Agent proess. Its exhanged messages have thefollowing meaning:� Input MessagesUser: requestCall The PINT servie R2C is requested by the User.User: requestDisonnet The User asks to terminate the all.User: on�rmDisonneted This is the on�rmation from the User for a \dis-onneted".PG: replyInvite The PINT Gateway sends a positive response for the previousINVITE request (using the PINT protool).PG: requestBye The PINT Gateway sends a BYE request (using the PINT pro-tool).Remark: In this appliation prototype, also a negative response for an INVITEis indiated by a BYE, whih is a simpli�ation of the PINT protool and notstandard.PG: replyBye The PINT Gateway sends a positive response for a previous BYErequest (using the PINT protool).� Output MessagesUser: allInvAndAk The User gets informed, that the onnetion is INVITEdand ACKed.User: disonneted The User gets informed, that the onnetion was shut down.User: replyDisonnet This is the on�rmation to the User for the \requestDis-onnet"PG: requestInvite Send an INVITE request to the PINT Gateway (using thePINT protool).
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2.1 IDLE 2.2 INV_SENT_TO_PINT_GW

2.10 IN_CALL_IN_PROCESS

User: requestCall /
PG: requestInvite

User Agent

2.91
WAIT_FOR_CONF_DISCON

2.92 WAIT_FOR_RP_BYE

User: confirmDisconnected
PG: replyBye /

User: replyDisconnect

PG: requestBye /
PG: replyBye

User: disconnected

PG: requestBye /
PG: replyBye

User: disconnected

User: requestDisconnect /
PG: requestBye User: requestDisconnect /

PG: requestBye

PG: replyInvite /
PG: ack

User: callInvAndAck

Figure5.4:FSMforUserAgentProess



5.2 FSM 59PG: ak Send an ACK to the PINT Gateway (using the PINT protool), in orderto on�rm the reeption of the positive response.PG: requestBye Send a BYE request to the PINT Gateway (using the PINTprotool).PG: replyBye Send a positive response for a BYE request to the PINT Gateway(using the PINT protool).5.2.3 PINT GatewayThe PINT Gateway proess aepts requests from User Agents. These requests are trans-ferred by the PINT protool. The PINT Gateway knows, how to ommuniate with theExeutive system, whih is interfaed to the telephone network, in order to exeute PINTservies.Figure 5.5 shows the FSM of the PINT Gateway proess. Its exhanged messages have thefollowing meaning:� Input MessagesUA: requestInvite INVITE request from the User Agent (using the PINT proto-ol).UA: ak ACK from the User Agent (using the PINT protool).UA: requestBye BYE request from the User Agent (using the PINT protool).UA: replyBye Positive response for a BYE request from the User Agent (usingthe PINT protool).INE: posReplyPrepareCall The IN Emulation informs that the all an be es-tablished.INE: negReplyPrepareCall The IN Emulation informs that the all an not beestablished.INE: requestBye The IN Emulation terminated the all.INE: replyBye The IN Emulation on�rms the termination of the all.� Output MessagesUA: replyInvite Send a positive response for the INVITE request to the UserAgent (using the PINT protool).UA: requestBye Send a BYE request to the User Agent (using the PINT proto-ol).Remark: In this appliation prototype, also a negative response for an INVITEis indiated by a BYE, whih is a simpli�ation of the PINT protool and notstandard.
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3.1 IDLE

3.10 IN_CALL_IN_PROCESS

PINT Gateway

3.3 INVITE_REPLIED
UA: requestInvite /

INE: requestPrepareCall

INE: negReplyPrepareCall /
UA: requestBye

3.92 WAIT_REPLY_BYE_IN
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INE: replyBye
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UA: requestBye /
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[ UA: requestBye /
INE: requestBye ]

Figure5.5:FSMforPINTGatewayProess



5.2 FSM 61UA: replyBye Send a positive response for a previous BYE request to the UserAgent (using the PINT protool).INE: requestPrepareCall The IN Emulation is asked to hek out, whether theall an be established or not.INE: doEstablishCall The IN Emulation is asked to establish the all.INE: requestBye The IN Emulation is asked to terminate to all.INE: replyBye Con�rmation to the IN Emulation, that the \requestBye" wasreeived.5.2.4 IN EmulationSine the protools to onnet Internet and IN do not exist yet, the whole Telephone Net-work Cloud (�gure 4.1) inluding the Exeutive System is emulated by this proess. Inthis prototype appliation it is taking requests form the PINT Gateway and printing mes-sages to the sreen to whih the \(human) emulation operator" an reat to by keyboard.Currently only \yes" and \no" are used as input from the keyboard.Figure 5.6 shows the FSM of the IN Emulator proess. Its exhanged messages have thefollowing meaning:� Input MessagesPG: requestPrepareCall The PINT Gateway asks to hek out, whether the allan be established or not.PG: doEstablishCall The PINT Gateway asks to establish the all.PG: requestBye The PINT Gateway asks to terminate to all.PG: replyBye The PINT Gateway on�rms, that \requestBye" was reeived.� Output MessagesThe output messages of the IN Emulator have the following meaning:PG: posReplyPrepareCall Inform the PINT Gateway that the all an be es-tablished.PG: negReplyPrepareCall Inform the PINT Gateway that the all an not beestablished.PG: requestBye Inform the PINT Gateway that the all is terminated.PG: replyBye Con�rms the termination of the all to the PINT Gateway.



62
AppliationusingthePINTprotool4.10 IN_CALL_IN_PROCESS

4.1 IDLE 4.2 GOT_R2C
PG: requestPrepareCall /

STDOUT: "Connection o.k....?"

STDIN: "no" /
PG: negReplyPrepareCall

 STDIN: "yes"
PG: requestBye

IN Emulation:

4.91 WAIT_REPLY_BYE

PG: requestBye /
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4.3 IN_CALL_PREPARED

PG: doEstablishCall /
STDOUT: "Terminate Call?"

STDIN: "yes"/
PG: posReplyPrepareCall [ PG: requestBye /
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STOUT: Call canceled ]

PG: requestBye /
PG: replyBye

STOUT: Call canceled

PG: replyBye

Figure5.6:FSMforINEmulationProess



5.3 Java Overview 635.3 Java OverviewFor the implementation I hoose Java (JDK 1.2.1.) Java is platform independent andallows Exeption Throwing, whih makes the debugging muh easier, than for example inC. It is also quite strit, so that most of the programming mistakes are indiated by theompiler. For more information about Java, please onsult the Java related literature e.g.[36℄ or the Java Homepage [37℄.5.3.1 Stati OverviewIn Figure 5.7 there is a stati overview of the Java lasses, whih I have implemented. Itshows the stati dependenies between the lasses. The Parser lasses are desribed insetion 5.5.3.
PintUser PintUserAgent PintGateway PintInEmulation

PintSocketUser PintSocketUserAgent PintSocketGateway PintSocketInEmulation

Msg Parser classes

PintMutual

PintCommon

PintSocket

PintCommon

PintStdIO

PintCommon

PintStdOI

PintCommon

PintUserStart

PintCommon

PintUserAgentStart

PintCommon

PintGatewayStart

PintCommon

PintInEmulationStart

PintCommon

   : inheritsFigure 5.7: Stati Overview of the Java ClassesJava provides some mehanism to make interfaes, whih are implemented by other lasses.PintCommon is suh an interfae. The lasses PintMutual and PintSoket are abstratlasses and thus not used diretly in the appliation. They are extended by other lasses.



64 Appliation using the PINT protoolthis is another mehanism Java provides. In order to group the message and informationabout the sender in the same objet, I wrote the lass Msg.5.3.2 Dynami OverviewIn Figure 5.8 the dynami overview of the lasses is depited.
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Socket

"CU""CU" "CU" "CU" "CU""CU" "CU""M" "M" "M""CU" "M"Figure 5.8: Dynami Overview of the Java ClassesThe four proesses start three threads eah. The middle thread ontains the main program(\M"), the FSM and the orresponding preproessing units. The left and the right threadsof a proess are the ommuniation units (\CU") to the other proesses. The threadsPintStdIO and PINTStdOI are for interation with a human user, writing to standardoutput (display) and reading from standard input (keyboard). The threads ontaining thestring "Soket" in the lass name are onneted through a TCP/IP soket to the otherproesses, on the left side there are the server sokets, on the right side the lient sokets.When a omplete message arrives at a \CU", it invokes the \M", whih proesses themessage and as a result the \M" performs the hange of the FSM state and usually invokesone or both \CU", in order to send the outgoing message(s).
5.4 Desription of the Java ClassesThis setion desribes the Java lasses and their methods. In the whole setions theabbreviation \M" stands for Main thread and \CU" for Communiation Unit thread, asjust introdued in setion 5.3.2.



5.4 Desription of the Java Classes 655.4.1 PintCommonPintCommon is an interfae lass, ontaining global de�nitions:� De�nition of the integers for the ourring senders (the four proesses and the key-board)� Default values for the hostnames of eah proess� Default values for the ports of eah proess� De�nition of the integers for SERVER and CLIENTThis interfae is implemented by almost all lasses, sometimes through an abstrat lass.Only Msg and the lasses that belong to the parser do not use this interfae.5.4.2 MsgThe lass Msg is an auxiliary lass in order to provide a struture for grouping the messageand information about the sender.5.4.3 PintMutualThe abstrat lass PintMutual extends Thread implements PintCommon is the base objetfor all the \M" threads.PintMutualahesessMemput()abstrat proeedInput()�llInCommand()�llInAB()run()aheThe Vetor ahe is a FIFO1-Bu�er, used to provide a ausal ordering2, whih means thatthe messages are proessed in the same order as they arrive. The ahe is also a bu�er forall arriving messages.1First In First Out2also known as happened-before ordering



66 Appliation using the PINT protoolsessMemThe Hashtable sessMem is used, to save the variables belonging to the session. Someinformation has to be saved, for example beause the session desription is only sent withan INVITE request, but later still used e.g. after the ACK.put()The void put(Msg msg) method is invoked by either of the\CU". It adds the reeivedmessage to ahe and interrupts (wakes up) the sleeping run() method, whih is responsiblethat the inoming message is proessed further.abstrat proeedInput()The abstrat void proeedInput(int sender, String str) throws Exeption method is desribedfurther in the lasses, whih implement it. It has to be in this lass as prede�nition, beausethe ompiler wouldn't aept its absene.�llInCommand()This method is only used, if the reeived message was in PINT protool.The void �llInCommand(Hashtable ht) throws Exeption method is only used, if the re-eived message was in PINT protool. This method does a preproessing for the reeivedmessages. It is invoked by \M", after parsing the PINT message. As input it gets theresult of the parser 5.5 in the Hashtable. In this method a key \Command" is added tothe Hashtable. This key is evaluated later in the feedFsm() method. The ontent of thekey \Command" is equal to keywords whih appear as IN- and OUTPUTs of the FSMdesribed in setion 5.2. To generate the \Command" it evaluates the method in theRequest-Line (se. 2.4.1). In ase it is a response3, it evaluates, the Status-Code (se.2.5.2) in the Status-Line (se. 2.5.1) and the method omponent in the CSeq header �eld(page 20).�llInAB()The void �llInAB(Hashtable ht) throws Exeption method is only used, if the reeivedmessage was in PINT protool. This method is invoke by the �llInCommand() methodfor extrating the the A and B parties of a requested phone all out of the SDP �elds (seese. 4.6) and update the sessMem.3If the parser reognizes a response it �lls the method �eld of the Hashtable with the string \RE-SPONSE".



5.4 Desription of the Java Classes 67run()The publi void run() method is the entry point of a thread, invoked by the start method.It heks whether there are message waiting in ahe to be proessed. If there are waitingmessages, it takes the next one and invokes the proeedInput() method. If there are nomessages waiting, is goes to a sleep() state, until an interrupt() in the put() method wakesit up. This is made, to avoid endless running (onsuming proessor time), while hekingall time the ahe for new entries.5.4.4 PintUserThe publi lass PintUser extends PintMutual method is the \M" of the User proess. Itis a thread, whih is initialized and started by the main() method of the PintUserStartlass. It de�nes integers for the di�erent states. Those orrelate with the values used in�gure 5.3.PintUserstatestdIOuainit()PintUser()proeedInput()feedFsm()stateThe stati int state represents the urrent state of the FSM (see �gure 5.3).stdIOThe PintStdIO stdIO is used to aess the methods in the \CU" lass, whih takes inputfrom the keyboard and writes the output to the display.uaThe PintSoketUser ua is used to aess the methods in the other \CU" lass, whihonnets as lient to the orresponding \CU" of the User Agent proess by TCP/IP soket.



68 Appliation using the PINT protoolinit()The void init(PintStdIO stdIO, PintSoketUser ua) method is used in the initializationphase. It is invoked by the main() method of the PintUserStart lass after the main()knows the referene to the two \CU". This method initializes the \CU" referenes in thisthread and reates the Vetor ahe.
PintUser()PintUser() is the onstrutor of this lass and is empty at the moment.
proeedInput()The void proeedInput(int sender, String str) throws Exeption method is invoked by therun() method after a new message arrived. Depending on the sender of the message italls the orresponding parser and invokes the feedFsm() method to perform the FSM.
feedFsm()The proteted void feedFsm(int sender, Hashtable rev) throws Exeption method performsthe assigned FSM. Depending on the ontent of \Command" in the Hashtable rev and thesender, it generates the orresponding zero, one or two output messages and hanges tothe new state. The sending of the output messages goes through the orresponding \CU".The FSM is desribed in setion 5.2.1.
5.4.5 PintUserAgentThe publi lass PintUserAgent extends PintMutual is the \M" of the UserAgent proess. Itis a thread, whih is initialized and started by themain() method of the PintUserAgentStartlass. It de�nes integers for the di�erent states. Those orrelate with the values used in�gure 5.4.



5.4 Desription of the Java Classes 69PintUserAgentstateusergwPintUserAgent()init()proeedInput()gwRequestInvite()gwAk()gwRequestBye()gwReplyBye()feedFsm()stateThe stati int state represents the urrent state of the FSM (see �gure 5.4).userThe PintSoketUserAgent user is used to aess the methods in the \CU" lass, whih is aTCP/IP server soket, getting onneted by the orresponding \CU" of the User proess.gwThe PintSoketUserAgent gw is used to aess the methods in the other \CU" lass, whihonnets as lient to the orresponding \CU" of the PINT Gateway proess by TCP/IPsoket.PintUserAgent()PintUserAgent() is the onstrutor of this lass and is empty at the moment.init()The void init(PintSoketUserAgent user, PintSoketUserAgent gw) method is used in theinitialization phase. It is invoked by the main() method of PintUserAgentStart lass af-ter the main() knows the referene to the two \CU". This method initializes the \CU"referenes in this thread and reates the Vetor ahe.



70 Appliation using the PINT protoolproeedInput()The void proeedInput(int sender, String str) throws Exeption method is invoked by therun() method after a new message arrived. Depending on the sender of the message italls the orresponding parser. If the message is sent by PINT protool, it invokes the�llInCommand() method for further preproessing of the message. Then it invokes thefeedFsm() method to perform the FSM.feedFsm()The proteted void feedFsm(int sender, Hashtable rev) throws Exeption method performsthe assigned FSM. Depending on the ontent of \Command" in the Hashtable rev and thesender, it generates the orresponding zero, one or two output messages and hanges tothe new state. The sending of the output messages goes through the orresponding \CU".The FSM are desribed in setion 5.2.2.If the output message is a PINT message, one of the below methods is used:� proteted void gwRequestInvite() throws Exeption� proteted void gwAk() throws Exeption� proteted void gwRequestBye() throws Exeption� proteted void gwReplyBye() throws ExeptionThe \gw" at the beginning of the method name indiates, that the message is sent to thePint Gateway proess. Some of these methods need the A or B party, whih are looked upin sessMem. To mark the boundary between the messages, in this prototype appliation,at the end of eah PINT message there is a line inserted, ontaining a string \EOF" andCRLF.5.4.6 PintGatewayThe publi lass PintGateway extends PintMutual is the \M" of the Pint Gateway proess.It is a thread, whih is initialized and started by the main() method of the PintGate-wayStart lass. It de�nes integers for the di�erent states. Those orrelate with the valuesused in �gure 5.5



5.4 Desription of the Java Classes 71PintGatewaystateuainePintGateway()init()proeedInput()uaReplyInvite()uaRequestBye()uaReplyBye()feedFsm()stateThe stati int state represents the urrent state of the FSM (see �gure 5.5).uaThe PintSoketGateway ua is used to aess the methods in the \CU" lass, whih is aTCP/IP server soket, getting onneted by the orresponding \CU" of the User Agentproess.ineThe PintSoketGateway ine is used to aess the methods in the other \CU" lass, whihonnets as lient to the orresponding \CU" of the IN Emulation proess by TCP/IPsoket.PintGateway()PintGateway() is the onstrutor of this lass and is empty at the moment.init()The void init(PintSoketGateway ua, PintSoketGateway ine) method is used in the initial-ization phase. It is invoked by the main() method of the PintGatewayStart lass after themain() knows the referene to the two \CU". This method initializes the \CU" referenesin this thread and reates the Vetor ahe.



72 Appliation using the PINT protoolproeedInput()The void proeedInput(int sender, String str) throws Exeption method is invoked by therun() method after a new message arrived. If the message is sent by PINT protool, itinvokes the PINT parser and after this the �llInCommand() method for further prepro-essing of the message. If the messages omes from the IN Emulation, a simple stringomparison is used as parser. Afterwards it invokes the feedFsm() method to perform theFSM.feedFsm()The proteted void feedFsm(int sender, Hashtable rev) throws Exeption method performsthe assigned FSM. Depending on the ontent of \Command" in the Hashtable rev and thesender, it generates the orresponding zero, one or two output messages and hanges tothe new state. The sending of the output messages goes through the orresponding \CU".The FSM are desribed in setion 5.2.3.If the output message is a PINT message, one of the below methods is used:� proteted void uaReplyInvite() throws Exeption� proteted void uaRequestBye() throws Exeption� proteted void uaReplyBye() throws ExeptionThe \ua" at the beginning of the method name indiates, that the message is sent to theUser Agent proess. Some of these methods need the A or B party, whih are looked upin sessMem. To mark the boundary between the messages, in this prototype appliation,at the end of eah PINT message there is a line inserted, ontaining a string \EOF" andCRLF.5.4.7 PintInEmulationThe publi lass PintInEmulation extends PintMutual is the \M" of the IN Emulationproess. It is a thread, whih is initialized and started by the main() method of thePintInEmulationStart lass. It de�nes integers for the di�erent states. Those orrelatewith the values used in �gure 5.6.



5.4 Desription of the Java Classes 73PintInEmulationstatestdOIpgwinit()PintInEmulation()proeedInput()feedFsm()stateThe stati int state represents the urrent state of the FSM (see �gure 5.6).stdOIThe PintStdOI stdOI is used to aess the methods in the \CU" lass, whih writes theoutput to the display and takes input from the keyboard.pgwThe PintSoketInEmulation pgw is used to aess the methods in the other \CU" lass,whih is a TCP/IP server soket, getting onneted by the orresponding \CU" of the PintGateway proess.init()The void init(PintStdOI stdOI, PintInEmulation) method is used in the initializationphase. It is invoked by the main() method of the PintInEmulationStart lass after themain() knows the referene to the two \CU". This method initializes the \CU" referenesin this thread and reates the Vetor ahe.PintInEmulation()PintINEmulation() is the onstrutor of this lass and is empty at the moment.proeedInput()The void proeedInput(int sender, String str) throws Exeption method is invoked by therun() method after a new message arrived. If the message omes from the Pint Gateway,



74 Appliation using the PINT protoolthe orresponding parser is invoked and and if needed, the sessMem us updated. If themessage omes from the keyboard, a simple string omparison is used as parser. Afterwardsit invokes the feedFsm() method to perform the FSM.feedFsm()The proteted void feedFsm(int sender, Hashtable rev) throws Exeption method performsthe assigned FSM. Depending on the ontent of \Command" in the Hashtable rev and thesender, it generates the orresponding zero, one or two output messages and hanges tothe new state. The sending of the output messages goes through the orresponding \CU".The FSM are desribed in setion 5.2.4.5.4.8 PintStdIOThe publi lass PintStdIO extends Thread implements PintCommon is one of the \CU"of the User proess. It is a thread, whih is initialized and started by the main() methodof the PintUserStart lass.PintStdIOinoutpuPintStdIOsend()reeive()run()inThe Bu�eredReader in is used to read from the keyboard.outThe PrintWriter out is used to write to the display.pineThe PintInEmulation pu is used to aess the methods in the \M" lass.



5.4 Desription of the Java Classes 75PintStdIO()The publi PintStdIO(PintUser pu) throws Exeption method is the onstrutor of thislass. It initializes in, out and pu.send()The publi void send(String str) throws Exeption method is invoked by the \M" threadto print a message to the display.reeive()The publi String reeive() throws Exeption method reads full lines from the keyboardand returns them to the alling funtion (in this ase run()).run()The publi void run() method is waiting for messages of the reeive() method and �lls theMsg msg with the sender information (here keyboard) and the message itself and alls theput method in the \M" thread.5.4.9 PintStdOIThe publi lass PintStdOI extends Thread implements PintCommon is one of the \CU"of the IN Emulation proess. It is a thread, whih is initialized and started by the main()method of the PintInEmulationStart lass.PintStdOIinoutpinePintStdOIsend()reeive()run()in and outSee setion 5.4.8.



76 Appliation using the PINT protoolpineThe PintInEmulation pine is used to aess the methods in the \M" lass.PintStdOI()The publi PintStdOI(PintInEmulation pine) throws Exeption method is the onstrutorof this lass. It initializes in, out and pine.send(), reeive() and run()See setion 5.4.8.5.4.10 PintSoketThe abstrat lass PintSoket extends Thread implements PintCommon is the base objetfor all the \CU" threads, whih are onneted through TCP/IP sokets.PintSoketsinoutkindOfSokethostnameportotherEndinit()send()reeive()abstrat put()run()sThe Soket s is the soket, whih is on�gured by the init() method.inThe Bu�eredReader in is used to read from the soket.



5.4 Desription of the Java Classes 77outThe PrintWriter out is used to write into the soket.kindOfSoketThe int kindOfSoket is a parameter, whih is initialized by the onstrutor of the lass.(The onstrutor is de�ned in the extending lasses.) It ontains an integer representationfor either SERVER or CLIENT, de�ned in PintCommon (se. 5.4.1), �rst paragraph.hostnameThe String hostname is a parameter, whih is initialized in the onstrutor of the lass. Itontains the hostname of the other end to whih the soket gets onneted to.portThe int port is a parameter, whih is initialized in the onstrutor of the lass. It ontainsthe port number of the other end to whih the soket gets onneted to.otherEndThe int otherEnd is a parameter, whih is initialized by the onstrutor of the lass. Itontains an integer representation for the proess name it gets onneted to. The integerrepresentation is de�ned in PintCommon (se. 5.4.1), last paragraph.init()The void init(Soket s) method is used to initialize a soket. It is invoked by the run()method in this lass.send()The publi void send(String str) throws Exeption method is used to write into the soket.reeive()The publi void reeive() throws Exeption method is used to reeive from the soket. Ifthe port number is 5060 (default SIP port) it expets a PINT message, whih has more



78 Appliation using the PINT protoolthan one line and its end is marked by the string \EOF" and CRLF (in this prototypeappliation). After getting this \EOF", it returns the whole message, without the \EOF"line. In the other ases (port != 5060), it reads one line and returns it.abstrat put()The abstrat void put(Msg msg) method is desribed further in the lasses, whih imple-ment it. It has to be in this lass as prede�nition, beause the ompiler wouldn't aeptits absene.run()The publi void run() method is the entry point of a thread, invoked by the start method.� If CLIENT soket is spei�ed in kindOfSoket, this method reates a stream soketand onnets it to the spei�ed port at the spei�ed hostname� If a SERVER soket spei�ed, the method reates a server soket on the spei�edport. Then it listens for a onnetion to be made to this soket by the orrespondingCLIENT and aepts it.After this it invokes the init() method and in an endless loop, waits for messages by allingthe reeive() method. After reeiving a message, it adds the information about the senderand forwards both in one (as Msg lass) invoking put.5.4.11 PintSoketXxxIn lass publi lass PintSoketXxx extends PintSoket the abbreviation Xxx is used. Itstands for User, UserAgent, Gateway and InEmulation. All theses lasses are basially thesame. pxx is an abbreviation for pu, pua, pgw and pine.PintSoketXxxpxxPintSoketXxx()put()Those ontain a referene pxx to the \M" lass and a onstrutor publi PintSoketXxx(PintXxxpxx, int kindOfSoket, int otherEnd, String hostname, int port) throws Exeption, whih istaking its arguments and makes them known to the whole lass.Furthermore it ontains a void put(Msg msg) method, whih gets invoked by the run()method and does nothing else, than forward the message to the orresponding \M" lass.



5.5 Lexer and Parser 795.4.12 PintXxxStartIn publi lass PintXxxStart implements PintCommon, the same abbreviation as in setion5.4.11 is used. All theses (Start) lasses are basially the same.PintXxxStartPintXxxStart()main()Those ontain a onstrutor publi PintXxxStart(), whih is empty at the moment.Furthermore there is a publi stati void main(String args[℄) method, whih is the entrypoint of the lass. If there are arguments (hostnames to onnet), it overrides the defaulthostnames de�ned in PintCommon (se. 5.4.1). Then it reates the \M" thread, and withits referene to the \M" thread, it reates the two \CU" threads. To inform to \M" thread,how the \CU" threads an be aessed, it invokes the init() method of the \M" thread.At the end it starts all three (one \M" and two \CU") threads.5.5 Lexer and ParserThe [38℄ the tools lex & ya are desribed. Those are designed for the prodution oflexial analyzers and parsers in C Code. Sine I have implemented my appliation in Java,I used their Java equivalents:� JFlex [39℄ (instead of Lex)� CUP [40℄ (instead of ya)The following introdution is from [38℄, but it applies also to JFlex and CUP (not only forlex and ya).5.5.1 IntrodutionLex and ya are tools designed for writers of ompilers and interpreters. But they are alsouseful for many appliations, that will interest the nonompiler writer. Any appliationthat looks for patterns in its input, or has an input or ommand language is a goodandidate for lex and ya. Furthermore, they allow rapid appliation prototyping, easymodi�ations, and simple maintenane of programs. In general, lex and ya help to writeprograms that transform strutured input. In suh programs two tasks that our over andover are dividing the input into meaningful units, and then disovering the relationshipamong the units. For a text searhing program, the units would probably be lines oftext, with a distintion between lines that ontain a math of the target string and lines



80 Appliation using the PINT protoolthat don't. (For the reader that is familiar with the Unix ommand grep: This is whatgrep does.) For a C program, the units are variable names, onstants, strings, operators,puntuation, et. This division into units (whih are usually alled tokens) is known aslexial analysis, or lexing for short. Lex helps by taking a set of desriptions of possibletokens and produing a C routine (in ase of JFlex a Java lass), alled lexial analyzer(or Lexer for short) whih identify those tokens. The set of desriptions given to lex arealled a lex spei�ation.The token desription that lex uses are known as regular expressions. Lex turns thisregular expressions into a form that the Lexer an use to san the input text extremelyfast, independent of the number of expressions that it is trying to math. A lex Lexer isalmost always faster than a Lexer that you might write in C (or Java) by hand.As the input is divided into tokens, a program often needs to establish the relationshipamong the tokens. A C ompiler needs to �nd the expressions, statements, delarations,bloks, and proedures in the program. This task is known as parsing and the list of rulesthat de�ne the relationships that the program understand is a grammar. Ya takes aonise desription of a grammar and produes a C routine (in ase of CUP a Java lass),that an parse that grammar, a Parser. The ya Parser automatially detets whenevera sequene of input tokens mathes one of the rules in the grammar and also detets asyntax error whenever its input doesn't math any of the rules.A ya Parser is generally not as fast as a Parser you ould write by hand, but the ease inwriting and modifying the Parser is invariably worth any speed loss. The amount of timea program spends in a Parser is rarely enough to be an issue anyway.More information about lex & ya, whih overs also a lot of general issues on Lexers andParser an be found in [38℄. The Java equivalent JFlex is doumented on [39℄ and CUPon [40℄.5.5.2 Parser used in AppliationIn the appliation desribed at the beginning of this hapter, the CUP Parser (togetherwith its underlaying JFlex Lexer) is used for parsing the PINT protool. The Parserheks, whether the protool is orret following the spei�ed grammar and extrats theinformation from the PINT protool (see setion 4.6), in order to put it into a Java objetHashtable, that an be easily maintained by the any Java ode. I wrote also other smallParsers, to parse the (one line) messages, whih are exhanged between the proesses.When parsing a SIP message, the Lexer divides the inoming string into tokens. In prinipleI used two kind of tokens:� The names of the header �elds� Zero or more tokens generated out of the ontent of eah header �eld



5.5 Lexer and Parser 81When parsing a SDP message, the tokens are:� The types of the SDP �eld� Zero or more tokens generated out of the orresponding ontentThe Parser takes these tokens and tries to math the rules of the grammar. When a ruleis mathed, an ation might be performed. Usually the ation onsists of adding somevalues to the Hashtable, whih the Parser gets as argument. Tokens an be de�ned as Javaobjets String, Integer, et. I used only the String objet. Some ations an generate newtokens out of the tokens, that just have been mathed. These new token an be part ofa new rule (hierarhial spei�ation). It is even possible, to assign a value to this newtoken. I generate sometimes a new String out of the tokens, that just have been mathed.I assign this String to the new token.5.5.3 Java Classes in ParserCUP generates three Java lasses. In the example of SIP, those are:� SipParser� CUPSipParserations� symJFlex produes one output lass. In the example of SIP: SipLexerFigure 5.9 shows the interation of theses lasses:
"M" SipParser SipLexer

CUP$SipParser$actions sym

uses

request for
new token

perform action

Figure 5.9: Interation of Parser related Java lassesAfter reeiving a SIP (PINT) message, the \M" invokes the SipParser. The Parser requeststokens from its Lexer SipLexer. After the Parser an math a rule, an ation is performed,alling CUP$SipParser$ations. The lass sym is used by the Lexer, to ensure using thesame onventions for the symbols as the Parser does.I varied from the normal use of JFlex and CUP. This is desribed in the following setions.



82 Appliation using the PINT protool5.5.4 Traing with JFlexIn order to ease the debugging of the Lexer and Parser I do not return the tokens diretly.I ath them in order to print the name of the token to the standard output (display). Ifa lexial state hanges, I print also a message to the standard output.Sine the Lexer (Java lass) operates with integers (and not with the meaningful namesgiven to the tokens in the JFlex spei�ation), the meaningful names have to be deodedfrom the integers. For reahing this, I wrote a PERL sript, whih reads the �les \sym.java"and \SipLexer.java" (the output �les of JFlex), where the assignments an be extratedfrom. The output of the PERL sript are two following simple text based �les:� \states.txt" ontains the integer and the orresponding meaningful name of the lexialstate in format:integer CRLF state CRLF.� \sym.txt" ontains the assignment of the tokens in the same format:integer CRLF tokenname CRLF.Unfortunately the PERL sript urrently only works with Unix, sine the Unix Command\grep" is used in the sript.A java lass \LookUp.java" is written for reading these two �les and saving the relevantvalues in a Hashtable. In \sip.ex" �le the following ode is inluded in order to get thistraing information:LookUp luSym = new LookUp("sym.txt") ;LookUp luSt = new LookUp("states.txt") ;private Symbol symbol(int type) {System.out.println("-> Type: " + luSym.lookUp(type)) ;return new Symbol(type) ;}private Symbol symbol(int type, Objet value) {System.out.println("-> Type: " + luSym.lookUp(type) + "; Value: " + value) ;return new Symbol(type, value) ;}private void hState(int newState) {yybegin(newState) ;System.out.println("## New State: " + luSt.lookUp(newState)) ;}%}



5.5 Lexer and Parser 83Whenever there is a hange of the lexial state, the hState(newState) method is alled,instead of hanging the state diretly with yybegin(newState). This allows to exeute someJava ode when the state is hanged. In this example print the new state to standardoutput.Instead of returning a token diretly using return new Symbol(type, value), the same om-mand with a small \s" in symbol is used: return new symbol(type, value). This allows toexeute some Java ode when a symbol is returned. In this ase print the returned symbolto standard output.I on�gured the CUP Parser so that whenever it annot math the tokens by any rule, itprints \Syntax error" to the standard error. This is using error reovery as desribed inthe CUP User's Manual, whih an be found on [40℄.These three outputs together allow an exat traing of the Parser and Lexer.Remark: The hange of the state (and the related printing to the standard output) isdone before the urrent token is returned. This might be onfusing, when the abovedesribed traing is used.This feature is not limited to this appliation. It an also be used for other Lexer/Parserspei�ations, whih are designed with JFlex/CUP.5.5.5 Ations in CUPFurthermore I have added some personal ode to CUP, in order to have the hoie to eitheradd a value to an existing Hashtable key or to reate a new Hashtable key. In the laterase it reports an error, if the key is already existing and the existing value is overriddenby the new one. The added lines are the following:ation ode {:private void newEntry(String key, String entry) {String oldEntry = null;oldEntry = (String)parser.ht.put(key, entry);if (oldEntry != null) {System.err.println("Warning: Entry for \'" + key + "\' exists already.");System.err.println("Old entry \'" + oldEntry + "\' ignored.");}}private void addEntry(String key, String entry) {String oldEntry = null;



84 Appliation using the PINT protoololdEntry = (String)parser.ht.put(key, entry);if (oldEntry != null) {parser.ht.put(key, oldEntry + "\n" + entry);}}:};



Chapter 6Results
This hapter is divided in three parts. Setion 6.1 ontains the diret results, whih anbe found in this report. Setion 6.2 ontains the input, I ould ontribute for the stan-dardization proess of the PINT protool. Setion 6.3 summarizes the eduational bene�t,whih I personally an take out of this work.6.1 Diret ResultsOne result the introdutory part of this report (hapters 1{4) allows a newomer, to get anoverview about SIP, SDP and PINT within a reasonable amount of time. This I reahedfousing on the essential parts, skipping the details and deeper desriptions. They alsoontain some �gures, whih help a lot for the understanding of the topi. As a newomer,the RFCs and Internet Drafts are not always easy to read, beause they usually overa whole subjet with all its speial ases and exeptions, whih might be onfusing thereader.In setion 4.1 I desribe some servies, whih an be implemented using PINT, TNIP orboth of them together. Some of these servies exist already, using a non-PINT protool(e.g. heking voiemail through web) or mentioned in the referened douments (e.g.Internet Call Waiting Servie), but there are also some new ideas, whih ame into mymind and are worth onsidering more losely.On pratial side, I an present a working prototype appliation, whih uses the PINTprotool. It an be used as a base for further development in PINT. Espeially the Lexerand the Parser, written in the Java tools \JFlex" and \Java CUP" an be used as a basibuilding blok of any PINT appliation. The design of the Parser is made so, that it alsoparses normal SIP and SDP pakets. Thus it an also be used for the development ofSIP appliations. The appliation is desribed in hapter 5. In setion 5.5 it ontains adesription about the Parser and the speialties I've added to it.



86 ResultsAs the outome of phase 3 following the oneptional formulation of this thesis, I foundtwo soures for software, whih are worth on onsidering more losely:� There is a ompany alled Dynamisoft (http://www.dynamisoft.om), whih ad-vertises jsip, Java tools for SIP. I ontated this ompany, in order to get some toolsfor the implementation part. But the reation time of their sales department wasrather slow, so that I didn't use them in my implementation.� The Columbia University (http://www.s.olumbia.edu/~hgs) is also developingSIP software. A researh group on Helsinki University of Tehnology (HUT), Labo-ratory of Teleommuniations Tehnology is using a SIP server, whih was developedat the Columbia University.A list of the ompanies and institutions, whih are working with SIP, an be found onURL: http://www.s.olumbia.edu/~hgs/sip/implementations.html. There are alsotwo publi SIP server available, whih an be used for testing purpose. More about thisan be found on URL: http://www.s.olumbia.edu/~hgs/sip/servers.html6.2 Input for IETF PINTThis setion lists the most important inputs, I provided the developers of the PINT protool[1℄.The most important question I put to the PINT mailing list [32℄ onerns an ambiguousBYE request, if SUBSCRIBE is used with the same Call-ID as the previous INVITE wassent with. In [1℄ it is not stated, to what a BYE request refers to in this ase. It mighteither terminate the monitoring session started with SUBSCRIBE or terminate the alland let the monitoring session running or shut down both at the same time. After myposting, loads of followups were going through the mailing list. A deision has not yetbeen reahed, but it is likely, that it will be published in the next version of [1℄.In [1, Appendix A℄, whih lists the ABNF [33℄ rules of the PINT protool, there is a rule,whih allows as transport protool (se. 4.5.8) a keyword \phone", instead of \voie" whihis used all over the doument. I reported this mismath to the authors of [1℄.In all the examples of [1℄, there was the CSeq header �eld missing, whih is mandatory inSIP (setion 2.6.1, page 20).Another onit, whih I reported to the mailing-list, onern the SDP \s:" (subjet) and\t:" (time) �elds. As desribed in setion 3.2, these �elds are mandatory in SDP. Also theperson responsible for a session|either \e=" (email) or \p=" (phone) �eld in SDP|hasto be part of a session desription, as desribed on page 30. The examples of [1℄ do notontain these �elds. As long as the SDP parser is tolerant, this doesn't matter. But a stritparser might rejet a paket, were these �elds are missing. A �nal deision onerning this



6.3 Eduational Bene�t 87hasn't been made until now. A proposal to solve this problem is expeted to be presentedin the next version of [1℄.6.3 Eduational Bene�tThe whole diploma thesis extended my personal experiene and knowledge remarkably. Ilearned a lot about protools used in Internet. The domains of SIP, SDP and PINT weretotally new for me at the time I started the thesis.One interesting part was, to follow and to take part atively in a standardization proess.I ould ontribute a ouple of improvements to the Internet Draft [1℄ and maybe preventdevelopers from problems, resulting from mistakes in the emerging standard.In the software area, I got in touh the �rst time with an Objet Orientated programminglanguage|Java. Also the use of Lexers and Parsers was something, I learned during thistime.Sine this thesis has been arried out ompletely in English, I improved also my languageskills. Besides this I had the opportunity to extend my reporting skills with the tool LATEX.





Chapter 7Performane of the thesis
7.1 General ProblemsStudying PINT required a lear piture of the protools it is built on|namely SIP andSDP. The SIP taken by itself is quite extensive, so that it would easily �ll a thesis alone.Compared to the original plans, I had to redue the funtionality of the software due lakof time. It was just impossible to learn so many new tools (Java, Lexer and Parser) andeÆiently use them within the time sope foreseen for the thesis. Also the implementationof the SIP Parser took muh more time then expeted. Mostly this was aused, sine theABNF grammar for SIP was spread around the whole doument (RFC 2543 [13℄). AfterI �nally sueeded to make the Parser running, a omplete html-linked SIP grammar waspublished on URL: http://www.s.olumbia.edu/~hgs/sip/SIPgrammar.html. In thishtml-version of the SIP grammar, there were also a ouple of de�ienies orreted, whihhad been found in [13℄. The standardization proess of the PINT protool is still in itsearly state (Internet Draft). The onept as well as the relating Internet Drafts are notyet far developed and ontain mistakes. This had the onsequene, that the understandingwas sometimes quite diÆult. Furthermore the Interfae to IN|the Exeutive System ofPINT|urrently exists only in layouts.7.2 Compared to the Coneptional FormulationCompared to the Coneptional Formulation, inluded at the beginning of this report, Iprogressed as follows:1. Comparison IN/Internet: I have been reading through several related literatureand doumented the results in the introdutory hapters of this report.



90 Performane of the thesis2. Interworking senarios: The most typial interworking senarios are desribed inhapter 4 of this report.3. System level spei�ation: The outome of this hapter is doumented in setion6.1 (available software) and in setion 5.2 (design of the appliation).4. Building of development/test environment: I deided to use Java for the de-velopment and write the lient and server appliation on my own. There was nohardware installation required, sine I ould use the existing environment in NRC.The appliations were developed mainly on Unix platforms.5. Proof of onept: The appliation is desribed in hapter 5.6. Reporting: This report overs all the topis, studied during this thesisOverall seen, I ould ful�ll the requirements of the thesis pretty well. Only the funtionalityof the software appliation is limited from that, what I originally planed to implement. Butsine software developments always take more time, than expeted, I don't onsider this areal drawbak in my thesis.



Chapter 8Outlook
The appliation desribed in hapter 5 an be extended to more funtionality and handlingof several alls at the same time. Also a UDP version of the PINT message exhange shouldbe onsidered.The quality of the Lexer an also be improved, using more the lexial states.The parser an be modi�ed, so that it uses the same naming onventions as in the just pub-lished SIP grammar (http://www.s.olumbia.edu/~hgs/sip/SIPgrammar.html). Itwill be easier to maintain it, if newer versions of SIP (or PINT) are released. It shouldalso be onsidered, to separate the SIP and the SDP Parser, so the no naming onitsour (some tokens have the same name in SIP and SDP grammar). Furthermore it willbe easier to handle any payload of SIP; this applies also for enrypted payload. In theurrent version the prodution rules are kept easy. In these ases where more than onesession desription ours in the same SDP, the output in the Hashtable is unusable, sinethe seond session desription overrides the �rst one. The same problem ours, if morethan one media type is de�ned. This problem ould be solved, e.g. by using other Javaobjets for the output of the parser.After researhing the PINT area, I ame to the onlusion, that it is worth on takinge�ort in developing PINT appliations. A supplier, whih an't provide this feature has aremarkable drawbak ompared to its ompetitors that o�er this. The bene�t for the usersis quite high, sine it makes the use of the web ombined with telephone servies muheasier. Thus the teleoperators are almost fored to inlude this feature in their futureservie pakets.It should be onsidered to implement some of the servies desribed in setion 4.1.It is expeted that new kinds of PINT servies will emerge in the nearer future. For examplenew PINT building bloks with appliations to Conferene Calling. Suh a proposal isdesribed in [41℄.





Chapter 9Final Words
The work for this diploma thesis was arried out at Nokia Researh Center Helsinki in theCommuniation Systems and Networks laboratory, supervised by Professor Raimo Kantola,Helsinki University of Tehnology (HUT) and Professor Albert K�undig, Swiss FederalInstitute of Tehnology Zurih (ETH).I would like to express my gratitude to my instrutor Hannu Flink, for his guidane duringmy work for the thesis. I would like to thank also the other workers at Nokia ResearhCenter for their ompetent assistane.Furthermore I would like to thank Professor Raimo Kantola, espeially for providing mewith a ontat to Nokia and assisting me in administrative matters.Last but not least I would like to thank Professor Albert K�undig and Dr. Urs R�othlisbergerfor making it possible to do my thesis abroad in a ompany as well as for the provided"remote assistane".
Helsinki, 10th of September 1999 Bernhard H�oneisen





Appendix AAbbreviations
ABNF Augmented Bakus-Naur FormAPI Appliation Program InterfaeASCII Amerian Standard Code for Information InterhangeCAMEL Customized Appliations for Mobile network Enhanes LogiCR US-ASCII CR, arriage return harater (%d13)CRLF Carriage Return AND/OR Linefeed (%d13, %d10 or %d13 %d10)CS Capability Set (IN)CSeq Command SequeneDTMF Dual Tone Multi FrequenyFIFO First In First OutFSC Fixed Swithing CenterGSM Global System for Mobile ommuniationHTML HyperText Markup LanguageHTTP HyperText Transfer ProtoolHUT Helsinki University of TehnologyIANA Internet Assigned Numbers AuthorityICANN Internet Corporation for Assigned Names and Numbers (former IANA)IETF Internet Engineering Task ForeIN Intelligent NetworksIP Internet ProtoolISDN Integrated Servies Digital NetworkISP Internet Servie ProviderITU-T International Teleommuniations Union - Teleommuniation Standardization SetorJDK Java Development KitJPEG Joint Photographi Experts GroupLAN Loal Area NetworkLF US-ASCII LF, line feed harater (%d10)MIB Management Information BaseMIME Multi-Purpose Internet Mail Extensions



96 AbbreviationsMMUSIC Multiparty Multimedia Session Control (IETF)MSC Mobile Swithing CenterMTU Maximum Transfer UnitNRC Nokia Researh CenterPBX Private Branh ExhangePINT PSTN/Internet Interfaes (IETF)PSTN Publi Swithed Telephone NetworkQoS Quality of ServieR2C Request to Call (Clik-to-Dial)R2F Request to Fax (Clik-to-Fax)R2HC Request to Hear Content (Clik-to-Hear-Content)RAS Registration, Admission and Status (H.323)RFC Request For CommentsSAP Session Announement ProtoolSCP Servie Control Point (IN)SDP Session Desription ProtoolSIP Session Initiation ProtoolSMIL Synhronized Multimedia Integration LanguageSMP Servie Management Point (IN)SMS Short Message Servie (GSM)SMS Servie Management System (IN)SN Servie Node (IN)SNMP Simple Network Management ProtoolSP US-ASCII SP, spae harater (%d32)SSP Servie Swithing Point (IN)SSTP Servie Support Transfer ProtoolSoI Signaling support of servies over IP-based networks (ITU-T)TCP Transmission Control ProtoolTNIP PINT servie, initiated in IN and exeuted in IP (reverse spelling to PINT)TSP Telephone Servie ProviderUA User AgentUAC User Agent ClientUAS User Agent ServerUDP User Datagram ProtoolURI Uniform Resoure Identi�erURL Uniform Resoure LoatorWAP Wireless Appliation Protool



Appendix BInstallation and Code Generation
Here the �les on the appended oppy disk are desribed. The disk ontains all relevant�les of the appliation desribed in hapter 5. Also some hints, how to generate ode withCUP and JFlex an be found in this hapter.B.1 Software versionsThe following versions were used:� JDK 1.2.1 (Java)� JFlex 1.2.1� CUP 0.10iIf you want to run the prototype appliation, make sure that you have the same (or ahigher) Java version installed on your system.B.2 InstallationI reommended to opy to diretory \pint" (inluding subdiretories) to a loal diretory.The CLASSPATH must be set to this diretory (that one whih ontains \pint"). I mightbe neessary to reinstall JFlex and/or CUP. In this ase make sure, that you use the sameversions (see above).



98 Installation and Code GenerationB.3 Files on the diskOn the disk there are the following �les:/:This is the root diretory.JFlex/* # Files, whih were installed for JFlexjava_up/* # Files, whih were installed for Cuppint/ # Files, whih were implemented by me, see below/pint/:This diretory ontains all �les, whih I implemented. They are desribed in hapter 5.The Parser and Lexer �les are the in subdiretories \SIPparser" and \parser".SIPparser/parser/Msg.lassMsg.javaPintCommon.lassPintCommon.javaPintGateway.lassPintGateway.javaPintGatewayStart.lassPintGatewayStart.javaPintInEmulation.lassPintInEmulation.javaPintInEmulationStart.lassPintInEmulationStart.javaPintMutual.lassPintMutual.javaPintSoket.lassPintSoket.javaPintSoketGateway.lassPintSoketGateway.javaPintSoketInEmulation.lassPintSoketInEmulation.javaPintSoketUser.lassPintSoketUser.java



B.3 Files on the disk 99PintSoketUserAgent.lassPintSoketUserAgent.javaPintStdIO.lassPintStdIO.javaPintStdOI.lassPintStdOI.javaPintUser.lassPintUser.javaPintUserAgent.lassPintUserAgent.javaPintUserAgentStart.lassPintUserAgentStart.javaPintUserStart.lassPintUserStart.java/pint/SIPparser/:This subdiretory ontains the �les, belonging to the SIP Parser:CUP$SipParser$ations.lass # generated after ompiling `SipParser.java'LookUp.lassLookUp.java # an be used for traing the SIP Parser/LexerSipLexer.lassSipLexer.java # output of JFlex with input sip.flexSipParser.lassSipParser.java # output of CUP with input sip.upStartIt.lassStartIt.java # an be used for traing the SIP Parser/Lexermakeit # an be used for generating all in one: CUP, JFlex and om-# piling of StartIt, whih ompiles also the Parser and Lexersip.up # ontains the SIP grammar and prodution rulessip.flex # ontains the lexial speifiationstartit # an be used to start a traing for the SIP Parser/Lexerstates.txt # output of tablize.perlsym.lasssym.java # output of CUP with input sip.upsym.txt # output of tablize.perltablize.perl # takes `sym.java' and `SipLexer.java' and generates# the output files `sym.txt' and `states.txt'# only needed for traing the SIP Parser/Lexer



100 Installation and Code Generation/pint/parser/:This subdiretory ontains the �les, belonging to the other parsers used it the appliation.The explanations are basially the same as in this SIPparser subdiretory (just above).CUP$PgwIneParser$ations.lassCUP$UaUserParser$ations.lassCUP$UserUaParser$ations.lassPgwIneLexer.lassPgwIneLexer.flexPgwIneLexer.javaPgwIneParser.lassPgwIneParser.upPgwIneParser.javaPgwIneStartIt.lassPgwIneStartIt.javaStartIt.lassUaUserLexer.lassUaUserLexer.flexUaUserLexer.javaUaUserParser.lassUaUserParser.upUaUserParser.javaUaUserStartIt.lassUaUserStartIt.javaUserUaLexer.lassUserUaLexer.flexUserUaLexer.javaUserUaParser.lassUserUaParser.upUserUaParser.javaUserUaStartIt.lassUserUaStartIt.javamakeitPgwInemakeitUaUsermakeitUserUastartitPgwInestartitUaUserstartitUserUasym.lasssym.java



B.4 Generation of Parser/Lexer 101B.4 Generation of Parser/LexerThe following ommands have to be used in order, when using CUP and JFlex together:java java_up.Main -pakage pint.parser -parser UserUaParser < UserUaParser.upjflex UserUaLexer.flexThis example uses a grammar spei�ed in UserUaParser.up and as output it gener-ates the �les UserUaParser.java and sym.java. Then it takes lexial spei�ation in the�leUserUaLexer.ex and generates the output �le UserUaLexer.javaAfter this, all the generated Java �les have to be ompiled.During the implementation of the Parser, I faed some problems with JFlex and CUP. Inthe latest versions those are �xed due my feedbak. The whole implementation is madewith the older versions, were these problems still last.B.4.1 Out of memory in JFlexSine the SIP grammar is quite omplex, the Lexer required more memory than alloatednormally by the Java Virtual Mahine, whih resulted to an Out of memory Exeption.This problem ould be solved assigning a higher -Xmx value to the Java Virtual Mahinewhen starting JFlex, as done in /JFlex/bin/jex :java -Xmx256m JFlex.Main $�B.4.2 reserved words in CUPSine \parser" used to be a reserved word in CUP, it was not allowed to use it in thepakage name. But it was possible to speify the pakage in the parameter -pakage whenstarting CUP as in the following example:java java_up.Main -pakage pint.parser -parser UserUaParser < UserUaParser.upFor further details on JFlex and CUP I refer to [39℄ [40℄.



102 Installation and Code GenerationB.5 Traing the SIP ParserAs desribed in setion 5.5.4, I inserted a mehanism into the Lexial Spei�ation in orderto trae the SIP parser.To use this feature, unomment the ode (listed in setion 5.5.4) in sip.ex. After gener-ating the Parser and Lexer �les (see B.4), run the PERL sript tablize.perl1 and to startthe traing, use:java pint.SIPparser.StartIt <name_of_the_file_ontaining_a_SIP_SDP_protool>

1Only working in Unix!It might be neessary to modify the $�lepath variable in this PERL sript. The $�lepath variable mustontain the same diretory, where the SIP Parser is loated.



Appendix CRunning the test Appliation
After the installation (see Appendix B), the prototype appliation an be started. Thefour proesses might be running on the same or on di�erent hosts. Make sure, that youstart the proesses in the following order:� java PintInEmulationStart <host of PintGateway>� java PintGatewayStart <host of PintUserAgent> <host of PintInEmulation>� java PintUserAgentStart <host of PintUser> <host of PintGateway>� java PintUserStart <host of PintUserAgent>Here a short desription how to use the prototype appliation:After starting all four proesses, the �rst three ones should indiate, that the soket wasaepted. Then you an write into the window of the PintUser proess:all <phone number A> <phone number B>In the IN Emulation window there should now appear:Allow onnetion of number <phone number A> with number <phone number B> ?(yes/no)If you write yes into the IN Emulation window, the onnetion will be established. Thisis indiated by:Phone Call established...At the same time the question:Terminate all? (yes/no)is asked. After writing yes into the IN Emulation window the phone all is terminated.



104 Running the test AppliationAny time it is possible to terminate the all from the User proess window writing:disonnetBesides this some traing messages are printed to the windows. Those are useful, if youwant to follow the FSMs in hapter 5.2. There you an also �nd more details about theappliation.
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